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Foreword

Artificial intelligence (AI), 
machine learning (ML) and 
other automation-assisted 
decision-making may reduce 
risks of human error and bias, 
but may also introduce new 
and unanticipated risks of 
errors, unfairness or illegality. 
Consequences may be rapid 
and substantial. 

Take the Australian 
Government’s Online 
Compliance Intervention system 
now better known as Robodebt. 
Robodebt’s automated decision-
making generated notices 
of demand for repayment of 
welfare payments where the 
recipient was identified as 
having received excess benefits. 
It did that by averaging income 
over a period, and the averaging 
period yielded a significant 
number of false positives, 
leading to many welfare 
recipients receiving demands 
when they had in fact been 
entitled to benefits for a part 
year. After years of litigation, the 

Australian Government in late 
2020 agreed to settle for $1.2 
billion, made up of $721 million 
already refunded to more than 
370,000 people who had been 
wrongly pursued; another 
$112 million in compensation, 
and a further $398 million in 
demands being processed that 
they agreed to drop. 

Robodebt illustrates 
how a calculation that is 
algorithmically correct when 
properly applied can be in error, 
unfair and illegal when applied 
more broadly, if it’s applied 
without due consideration 
of errors that can arise and 
without appropriate human 
intervention and consideration.

Robodebt is a very public 
example, but it’s just one of 
many automation-assisted 
decision-making processes that 
have blown up as illegal, unfair 
or biased, causing reputational 
damage to the organisations 
that deployed them. 

AI, ML and other automation 
components within decision-
making chains require careful 
consideration in terms of 
their fairness, accountability 
and transparency. But many 
organisations fail to ensure that 
the automation component is 
appropriately deployed within a 
decision-making chain involving 
people, so that there is not 
excessive reliance on it or use of 
it in inappropriate contexts. 

At ACS, we’ve been exploring 
this issue for a number of years 
now, looking at the issues of 
technology and data analytics 
governance, risk assurance 
and management, ethics, 
responsibility to Australian 
society and the environment, 
and management frameworks 
for AI and automation-assisted 
decision-making. We have more 
work to present, including work 
on frameworks and guidance 
for businesses when it comes 
to the inclusion of AI agents in 
decision chains.

To start with we thought we’d 
provide an overview of this 
issue – a primer – looking at 
the issue holistically, as well as 
some of the efforts, frameworks 
and legal requirements being 
developed and considered 
here in Australia and around 
the world. The paper you are 
reading now examines those 
issues and more. 

We’d very much like to thank 
the members of the AI Ethics 
Committee for their work on 
this and the work to come. This 
is a critical issue as we rely 
more and more on automation. 
As a nation and as individuals 
we need to get this right to 
ensure that our data privacy, 
our safety and our economy 
are not placed in jeopardy by 
poorly planned deployments 
and uses of AI systems.

Peter Leonard 
Chair of the ACS Artificial 
Intelligence Ethics 
Committee

ABOUT ACS AND THE AI 
ETHICS COMMITTEE
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Introduction

Automated decision-making 
through artificial intelligence 
(AI) and machine learning (ML) 
is being developed and deployed 
by organisations large and 
small across all sectors of the 
Australian economy. This is 
already delivering many benefits, 
including improvements in 
productivity, efficiency, and 
quality of life, and a capacity 
to develop new and innovative 
products and services. 

Deployment and use of AI and 
ML applications also presents 
new challenges. 

Because the risks and the 
methods to mitigate them are not 
well understood, new risks could 
arise that may not be predicted, 
assessed or managed. This 
can include people’s excessive 
reliance upon the outputs from 
the automation applications. 

Consequently, assurance of the 
safety and reliability of decision-
making processes in which 
automation applications are 
a component requires careful 
consideration of the interaction 
between people, technology, 
data and processes. 

This paper looks at some of the 
challenges and issues created 
by the inclusion of automated 
components in the decision-
making process. It looks at 
what makes a ‘good’ AI, how 
companies are (and should be) 
approaching risk management 
and oversight of decision-
making, as well as some of 
the global regulatory efforts 
designed to address the issue 
and ensure the implementation 
of AI decision-making systems is 
ethical and in the public interest. 

The common feature  
underlying AI- and ML-enabled 
decision-making is the use 
of a combination of data, 
algorithmic methods and human 
ingenuity to derive insights and 
other outputs that are used to 
influence outcomes. 

In this paper, we draw no 
distinction between advanced data 
analytics, ‘true AI’ and ML. Our 
broader focus is the integration 
of outputs of data science and 
automation applications into:

• Human decision-making 
that affects people or 
the environment.

• Fully autonomous machine 
activations; for example, 
Internet of Things services 
that cause a machine to act 
without any direct supervision 
or control by a human ‘in the 
loop’ of the pathway.

AI, ML AND OTHER AUTOMATION APPLICATIONS
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Criteria for 
determining 
whether an 
automation 
application is 
‘good AI’ 

A great deal of discussion in 
recent years has focussed upon 
the need to develop frameworks 
and methodologies that help 
data scientists and other 
information professionals 
design, build and test automation 
applications that are reliably 
fair, ethically accountable and 
acceptably transparent. 

A variety of criteria have been 
developed for determination 
of whether an automation 
application is ‘good AI’.1  
Almost all of these elaborate 
on some version of four basic 
principles (often reduced to 
the acronyms FEAT or FATE) 
that should be applied. 

Broadly, the key concepts are:

• Fairness to directly impacted 
individuals as well as the 
broader societal impact. 

• Ethics or equity. 

• Accountability. 

• Transparency, including 
explainability. 

Some of these principles 
overlap with existing legal 
obligations under a variety of 
laws, including in the areas of 
anti-discrimination, consumer 
protection, accessibility for 
persons with disabilities, data 
privacy, unfair contract terms, 
misleading and deceptive 
conduct, product liability and 
negligence. Accordingly, these 
principles in part state what 
is already the law in Australia, 
and in part state what are 
evolving societal expectations 
of good behaviour.

The Australian Government has 
published AI Ethics Principles,2 
which it summarises as follows:

• Human, social and 
environmental wellbeing: 
throughout their lifecycle, 
AI systems should benefit 
individuals, society and 
the environment.

• Human-centred values: 
throughout their lifecycle, AI 
systems should respect  
 

human rights, diversity and 
the autonomy of individuals.

• Fairness: throughout their 
lifecycle, AI systems should 
be inclusive and accessible, 
and should not involve or 
result in unfair discrimination 
against individuals, 
communities or groups.

• Privacy protection and 
security: throughout their 
lifecycle, AI systems should 
respect and uphold privacy 
rights and data protection and 
ensure the security of data.

• Reliability and safety: 
throughout their lifecycle, 
AI systems should reliably 
operate in accordance with 
their intended purpose.

• Transparency and 
explainability: there should be 
transparency and responsible 
disclosure to ensure people 
know when they are being 
significantly impacted by an AI 
system, and can find out when 
an AI system is engaging 
with them.

• Contestability: when an AI 
system significantly impacts 
a person, community, group 
or environment, there should 
be a timely process to allow 
people to challenge the use or 
output of the AI system.

• Accountability: those 
responsible for the different 
phases of the AI system 
lifecycle should be identifiable 
and accountable for the 
outcomes of the AI systems, 
and human oversight of AI 
systems should be enabled. 

At this time, there is no 
accompanying regulation 
in Australia to assure that 
principles for ‘good AI’ are given 
effect in development and use of 
new technologies. As explored 
later in this paper:

• Some jurisdictions are 
considering implementation 
of legally enforceable 
obligations for organisations 
to give effect of some of these 
principles, at least in the 
context of development and 
use of AI systems that are 
considered higher risk.

• Some jurisdictions are 
considering changing their 
legal frameworks to require 
algorithmic or AI impact 
assessments in scenarios 
where the use of automation 
applications can present 
significant risks of harms to 
individuals or the environment. 

In essence, proposals for legally 
mandated impact assessments 
take existing concepts of 
privacy impact assessment (in 
relation to handling of personal 
information about individuals) 
and environmental impact 
assessment, and suggest similar 
requirements for organisations 
to evaluate risks and determine 
appropriate mitigation strategies 
when commissioning, designing 
and implementing new 
automation applications.

There is now broad acceptance 
of the need to ensure that 
automation applications are 
demonstrably and reliably fair, 
accountable and transparent 
(sufficiently explainable) in 
and of themselves; that is, 
assurance of ‘the AI box’ itself. 
We are, however, still early in 
the process of working out when 
automation impact assessment 
should be conducted and how 
impact assessments should be 
conducted. This important work 
needs to continue. 

We need to supplement that 
work with governance and 
assurance work to ensure 
that insertion of automation 
applications into the decision-
making processes within 
organisations does not lead 
to other risks. For example, 
bad outcomes from the use of 
automation applications may 

flow from inappropriate or 
excessive reliance by people 
on ‘the AI box’ or the data 
that feeds it, and not from the 
inherent design and operation of 
‘the AI box’ itself. 

Frameworks and methodologies 
for governance and assurance 
must address both the 
automation application 
component and the broader 
decision-making context 
and environment in which an 
automation application is used. 

Diversity of contexts of use is 
one challenge that needs to be 
addressed: it is often difficult for 
an AI developer to know when and 
how an application will be used. 

Another challenge is the range 
of capabilities of organisations 
that are deploying and relying 
upon automation applications. 
Australia and other societies 
must ensure that frameworks 
for governance and assurance of 
automation applications are well 
articulated, well understood and 
consistently implemented across 
a diverse range of organisations 
with differing capabilities and 
experience in management of 
business risk. This includes 
startups, large corporations, 
charities, government agencies 
and other organisations. 

01

1 See AlgorithmWatch, AI Ethics Guidelines Global Inventory as updated at https://algorithmwatch.org/en/project/ai-ethics-guidelines-
global-inventory/; also AlgorithmWatch, “Ethical AI guidelines”: Binding commitment or simply window dressing? at 
https://algorithmwatch.org/en/ethical-ai-guidelines-binding-commitment-or-simply-window-dressing/

2 More information on this can be found at https://www.industry.gov.au/data-and-publications/building-australias-artificial-intelligence-
capability/ai-ethics-framework/ai-ethics-principles
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The difference 
between ensuring 
ethical and fair 
AI, and ensuring 
good decision 
provenance 

Many entities that are 
implementing automation into 
decision-making chains have a 
limited understanding of how 
to integrate:

• Evaluation of the 
appropriateness and 
reliability of automation 
applications.

• Evaluation of decision-making 
end-to-end, from inputs to 
machine-generated outputs 
(and to what extent those 
outputs are used to assist 
people to effect outcomes, or 
machines are permitted to 
actuate outcomes). 

Frameworks and methodologies 
for evaluating the end-to-end 
chain of decision-making – the 
chain of decision provenance – 
must be closely aligned with the 
frameworks and methodologies 
that focus upon the automation 
application component or stage 
within that chain. 

Unless there is this close 
alignment between the 
automation-specific and 
end-to-end decision chains, 

the narrower (but critically 
important) focus upon the 
automation application 
component or stage within a 
decision chain may not prevent 
that organisation from delivering 
unsafe or otherwise unreliable 
or unacceptable outcomes. 
Decision provenance needs to 
be looked at holistically, rather 
than siloing the automation 
component and assuming it 
‘just works’ in the context of the 
larger decision chain.

ACHIEVING ALIGNMENT 
OF THE AUTOMATION-
SPECIFIC AND END-TO-
END DECISION CHAINS
Deep integration of automation 
applications into critical 
decision paths within many 
entities is relatively novel. 
Frameworks and methodologies 
are, by and large, in the early 
stages of development. 

Development of best-practice 
guidelines and technical 
standards for AI systems is 
proceeding apace, but has 

principally focussed upon the AI 
system itself, not the broader 
organisations into which the 
AI systems are deployed. 
Unfortunately, it will take some 
years to settle the component-
specific frameworks for 
evaluation and governance of AI 
and other automation applications 
and then to combine those 
frameworks with organisation-
wide, end-to-end decision chain 
evaluation and governance. 

Notably, alignment of decision 
chain evaluation and governance 
requires effective cooperation 
and a good understanding 
between technical personnel 
and other managerial personnel. 

Many non-technical executives, 
including risk management 
specialists, are still developing 
the necessary skills and 
competencies to ensure that 
alignment. The data inputs, 
analytics capabilities and 
technologies driving automation 
applications are moving faster 
than the skills and competencies 
of many senior managers.

Data scientists and other 
information professionals will 
need to empower cooperation 
between technical personnel 
and other managerial personnel 
to effect good end-to-end 
decision chain evaluation and 
governance. Risk professionals 
– lawyers, privacy professionals, 
business risk and data privacy 
professionals, ethicists and 
corporate social responsibility 
specialists – can provide 
valuable guidance and input. 

Ultimately, however, design and 
specification of good end-to-
end decision chain evaluation 
and governance is a general 
management function, and must 
be sponsored and driven as a 
core organisation-wide activity.

02
“The data 
inputs, analytics 
capabilities and 
technologies 
driving automation 
applications are 
moving faster 
than the skills 
and competencies 
of many senior 
managers.”
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04Is the inclusion of a 
‘human in the loop’ 
enough?

Good design of decision 
provenance systems often 
requires senior managers 
within organisations to create 
guardrails and multiple tracks 
for decision-making in order 
to ensure that automated 
applications are only used 
when their outputs are reliable. 

For good decision-making, 
there needs to be:

• A culture of caring about 
societal impacts, not merely 
addressing automation 
applications and their use 
as a compliance issue to 
be addressed by 
compliance personnel.

• An understanding of the 
issues associated with 
deployment and use of 
automation applications by 
those with power and authority 
to address those issues.

• Foresight and planning to 
mitigate risks of harm to 
people or the environment. 

• Empowerment of appropriately 
skilled individuals within an 
organisation to control how, 
when and to what extent 
automation applications are 
made available, used and 
relied upon.

• Oversight and review – 
feedback loops – to 
evaluate learnings within the 
organisation and ensure that 
adverse impacts are 
promptly identified and lead 
to re-evaluation of 
risk mitigations.

Mere inclusion of a ‘human 
in the loop’ – within the chain 
of decision-making between 
machine output and the 
application of that output – 
is not a sufficient control or 
safeguard unless there is also:

• A clear understanding of 
respective roles and the 
relative reliability of people 
and machines within a chain 
of decision provenance.

• Appropriate incentives to 
ensure good outcomes.

Without this understanding and 
incentives, the ‘human in the 
loop’ would be an ineffective 
buffer against inappropriate 
use of automation outputs, 
presenting potential risk for 
both the organisation and the 
people and environment with 
which the organisation interacts.

Incentives to 
do no harm

Undesirable outcomes may arise 
because the organisation using 
the system does not care whether 
an automation application causes 
or contributes to harm to people 
or the environment. 

The starting point for all 
organisations is ensuring a 
culture of caring and embodying 
that culture in consistently 
reliable processes for 
determining how, when, why and 
by whom automation applications 
are commissioned, deployed, 
used and relied upon. 

An effective culture of caring 
cannot accept that it is OK to 
‘move fast and break things’ 
where those actions carry 
substantial risk of harms to 
people or the environment. 

Technological innovation and 
the capabilities for outcomes to 
be affected by automation will 
inevitably move faster and in ways 
that the law cannot anticipate and 
address in advance. The bounds 
of what is societally acceptable 
at any time will not be defined 
by law alone. A culture of caring 
will supplement the guardrails of 
what is legally permitted.

An organisation that cares 
about significant harms to 
people or the environment 
should be able to take 
reasonable steps to determine 
the nature and extent of risks of 
harms that may arise from the 
activities of that organisation. 

When risks are unfamiliar, 
or possible harms not readily 
apparent, some organisations 
have started to apply a 
precautionary principle and 
undertake further diligence. 
New models of algorithmic 
impact assessment, partially 
derived from now relatively 
well-developed models for 
privacy impact assessment, 
enable organisations to take a 
structured and comprehensive 
approach to identification of 
risks, evaluation of the extent 
of and possible impact of 
harms, and to determination of 
appropriate mitigations.  

Whether an organisation cares 
about causing harm, or does 
not care, is a function of culture, 
capabilities, incentives and 
possible sanctions. 

Incentives for the good 
governance of automation 

applications varies by industry 
sector. Particularly powerful 
and well-understood forms 
of incentive are exposure to 
financial penalties or other 
regulator-imposed sanctions, or 
to civil liability actions through 
shareholder or consumer 
class actions. Legal sanctions 
are particularly appropriate in 
relation to the provision or use 
of products or services when 
risks of harms are high, or 
where the organisation does 
not face sufficiently substantial 
risks of consumer, citizen or 
shareholder opprobrium for 
failure to manage risks. 

In many scenarios, incentives 
may be less legally driven but 
nonetheless effective. Industry 
certification schemes and 
consumer trust mark schemes 
can provide strong incentives. 
Fair trade for food products and 
Energy Ratings for consumer 
appliances are good examples 
of market-driven incentives that 
change the business practices of 
many suppliers.
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Some other jurisdictions are 
already considering both new 
legal liability regimes and new 
regulatory sanctions as incentives. 

In November 2020, the Office 
of the Privacy Commissioner 
of Canada (OPC) published 
its recommendations for a 
regulatory framework for AI. 
Pointing out that the use of 
AI requiring personal 
information can have 
serious privacy implications, 
the OPC made several 
recommendations, including:

• A requirement for those who 
develop such systems to 
ensure that privacy is protected 
in the design of AI systems.

• A right for individuals to 
obtain an explanation, in 
understandable terms, 
to help them understand 
decisions made about them 
by an AI system, including 
a requirement that such 
explanations must be based on 
accurate information and not 
be discriminatory or biased.

• A right for individuals to contest 
decisions resulting from 
automated decision-making.

• A right for the regulator to 
require evidence of the above.

• A right for the regulator to 
impose financial penalties on 
organisations that fail to abide 
by this regulatory framework.

In contrast to the approach 
adopted in the European 
Union’s General Data Protection 
Regulation, the proposed 
new rights to explanation and 
contestation would not be limited 
solely to automated decisions, 
but would also cover cases 
where an AI system assists a 
human decision-maker.

Should these recommendations 
be adopted in Canada, it would 
also become necessary for 
organisations to consider how 
to explain the decision-making 
mechanisms, which runs into 
the explainability problem of 
complex AI systems (where the 
‘black box’ decision-making 
process becomes so complex 
that it can’t be explained in 
human-understandable terms). 

A legislated requirement for 
explainability may lead to 
concerns that organisations 
will be forced to disclose 

proprietary and business 
confidential algorithms, 
systems or processes. 
The OPC noted that “while 
trade secrets may require 
organizations to be careful with 
the explanations they provide, 
some form of meaningful 
explanation should always be 
possible without compromising 
intellectual property”.

The European Commission is 
also proposing new legislative 
rules aimed at promoting 
“excellence and trust in the field 
of Artificial Intelligence”. The 
declared purpose is “to lay down 
a balanced and proportionate 
regulatory approach between 
the minimal requirements to 
address the risks and problems 
linked to AI, without unduly 
constraining or hindering 
technological development or 
otherwise disproportionately 
increasing the cost of placing AI 
solutions on the market”. 

These rules, if enacted, would 
apply to “both public and private 
actors inside and outside the EU 
as long as the AI system is placed 
on the Union market or its use 
affects people located in the EU”.

05

14

06Regulation and 
sanctions

Do we need new legal rules 
and sanctions against the 
deployment or use of automation 
applications that pose a 
significant risk of doing harm to 
people or the environment?

Whatever an entity’s commitment 
to high standards of social 
responsibility, digital trust or 
ethics, that entity needs clear 
frameworks and methodologies 
for evaluation of automation 
applications and of end-to-end 
decision provenance. These 
frameworks and methodologies 
remain works in progress in many 
industries and organisations.

Until there is better articulation 
and understanding of 
frameworks and methodologies 
for evaluating automation 
applications, and for evaluating 
end-to-end decision provenance 
for decisions where there is 
automation in the decision chain, 
organisations cannot be expected 
to reliably and consistently 
identify, mitigate and manage 
residual risks of deployment and 
use of automation applications. 

Formal regulation may be a 
necessary and proportionate 
measure to assure good 
outcomes, at least in those 
contexts where the deployment 
of automation poses sufficiently 
high risk of exposure to harm, or 
where the level of uncertainty as 
to assessment and mitigation of 
risks or harms is unacceptably 
high. Interim regulation may be 
appropriate for applications in 
particular industry sectors or 
particular use settings where 
the magnitude of risk of harm 
is such that a precautionary 
principle should be applied. 

However, overly pre-emptive 
and restrictive regulation 
would risk delaying or denying 
Australian society the benefits 
of timely availability of 
automation applications. This 
is a hard problem to solve, and 
we can look at some of the 
global regulatory efforts to get 
a sense of how to approach 
this as a nation. 

Global 
regulatory 
efforts 

THE ETHICS AND RISKS OF AI DECISION-MAKING 1514



The proposed EU regulations 
define “an AI system” as 
“software that is developed 
with one or more of machine 
learning techniques, logic- and 
knowledge-based techniques, 
statistical methods, Bayesian 
estimations, or search and 
optimisation methods, and that 
can, for a given set of human-
defined objectives, generate 
outputs such as content, 
predictions, recommendations, 
or decisions influencing the 
environments they interact with”.

This expansive definition 
would capture many automation 
applications that are not 
‘true’ AI or ML and therefore 
impact a broad range of 
data-driven businesses.

The proposed new EU 
legislation comprises:

• Harmonised rules for the 
use of AI systems impacting 
people in EU member 
countries (regardless of 
where the AI system is 
situated). 

• Prohibitions of certain AI 
practices that are blacklisted 
as particularly harmful. 

• Specific requirements for 
high-risk AI systems and 
obligations for operators of 
such systems. 

• Harmonised transparency 
rules for AI systems that 
are intended to interact 
with individuals, such as 
emotion recognition systems, 
biometric categorisation 
systems, and AI systems used 
to generate or manipulate 
image, audio or video content.

• Rules on monitoring and 
surveillance of the market for 
provision and use of AI systems.

This framework follows a 
risk-based approach and 
differentiates the uses of AI 
according to whether they create 
an unacceptable risk, a high risk 
or a low risk. In the EU’s view, 
risk is unacceptable if it poses a 
clear threat to people’s security 
and fundamental rights and is 
prohibited for this reason. 

The European Commission 
identified examples of 
unacceptable risk as uses 
of AI that manipulate human 
behaviour and systems that 
allow social-credit scoring. For 
example, this legal framework 

would prohibit – blacklist – 
deployment and use affecting 
EU residents (regardless of the 
location of the system) of an AI 
system similar to China’s social 
credit scoring.

High-risk AI systems – including 
existing systems modified after 
the effective start date – would 
need to comply with the rules. 
Listed high-risk AI systems 
include systems related to:

• Critical infrastructure (such 
as road traffic and water 
supply).

• Educational or vocational 
training (e.g. the use of AI 
systems to score tests and 
exams).

• Biometric identification 
systems. 

• Law enforcement surveillance 
systems.

• Product safety components of 
products (e.g. robot-assisted 
surgery). 

• Selection of employees (e.g. 
resume-sorting software).

AI systems that fall into the 
high-risk category would be 
subject to strict requirements. 

Among these requirements are:

• Adoption of adequate 
risk assessment, risk 
management and quality 
management systems. 

• Compliance with certain 
data management 
requirements (related to 
ensuring data quality and 
representativeness).

• Creating extensive technical 
documentation (including 
demonstrating third party 
review and compliance).

• Maintaining certain records 
during system use (including 
logs of incidences).

• Conducting conformity 
assessments before use 
(demonstrating compliance with 
applicable existing EU laws).

• Third-party compliance checks.

Organisations will also have to 
design their AI systems to meet 
certain accuracy, robustness, 
transparency and cybersecurity 
standards; enable their outputs 
to be interpretable by users; 
and ensure human-in-the-loop 
capabilities during use.

Like the GDPR, the proposed 
AI regulations provide for 
significant penalties for 
rule violations, including 
administrative fines. For 
example, deploying a prohibited 
AI system or not complying 
with certain data requirements 
could result in fines up to EUR 
30 million or 6% of a company’s 
“turnover” (revenue). Other 
specific violations could result 
in fines of up to EUR 20 million 
or 4% of a company’s revenue 
(lesser violations would be 
limited to EUR 10 million or 2% 
of annual turnover).

Even low-risk AI systems 
would need to comply with 
transparency obligations. Users 
would still need to be aware 
that they were interacting with 
a machine. For example, in the 
case of a ‘deepfake’, where a 
person’s images and videos 
are manipulated to look like 
someone else, it would need 
to be declared that the image 
or video content has been 
manipulated. The European 
Commission draft does not 
propose to regulate AI systems 
that pose little or no risk to 

European citizens, such as AI 
used in video games.

The European Commission also 
proposes to support innovation 
through so-called ‘AI regulatory 
sandboxes’ for non-high-risk 
AI systems. This would provide 
a legal environment that 
facilitates the development and 
testing of innovative AI systems.

In the United States, the Federal 
Trade Commission (FTC) has 
offered business guidance 
on AI and algorithms, and 
how companies can manage 
the consumer protection 
risks of AI and algorithms. 
The FTC emphasises that 
the use of AI tools should be 
transparent, explainable, fair 
and empirically sound while 
fostering accountability. The 
FTC notes that the use of AI 
technology to make predictions, 
recommendations or decisions 
has great potential to improve 
welfare and productivity. 
However, it also presents risks, 
such as the potential for unfair 
or discriminatory outcomes 
or the perpetuation of existing 
socioeconomic disparities.
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07 The Australian 
Human Rights 
Commission report

The Australian Human 
Rights Commission recently 
completed a multiyear 
review of human rights and 
implications of new technology. 
The Human Rights and 
Technology Final Report was 
released in late May 2021. The 
Commission’s interim outputs 
included a detailed study of 
how algorithmic bias may 
contravene legally protected 
human rights and increase 
societal inequality. 

The Commission’s final report 
includes the recommendations:

• That the Australian 
Government should use 
published AI Ethics Principles 
to encourage corporations 
and other non-government 
bodies to undertake a human 
rights impact assessment 
before using an AI-informed 
decision-making system.

• That the government should 
establish an AI Safety 
Commissioner and that this 
Commissioner should issue 
guidance to the private and 
public sectors on how to 
undertake human rights 
impact assessments. 
 

• That new legislation should 
require that any affected 
individual be notified when 
a corporation or other legal 
person materially uses AI in 
a decision-making process 
that affects the legal, or 
similarly significant, rights 
of the individual.

• That new legislation should 
create a legal presumption 
that, where an organisation 
is responsible for making a 
decision, that organisation is 
legally liable for the decision 
regardless of how it is made, 
including where the decision is 
automated or is made using AI. 

• That new legislation should 
confirm that where a court 
or other authority has power 
order the production of 
information or other material 
from an organisation, it must 
comply with this order even 
where use of an automation 
application makes it difficult 
to comply with the order; and 
if the person fails to comply 
with the order because of the 
technology the person uses, 
the court or other authority 
may draw an adverse 
inference about the decision-
making process or other 
related matters.

“New legislation 
should create a 
legal presumption 
that, where an 
organisation is 
responsible for 
making a decision, 
that organisation is 
legally liable for the 
decision regardless 
of how it is made.” 
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08
Along with the discussion about 
the need for new regulations 
addressing the use of automation 
applications, there is continuing 
debate among AI technical and 
governance experts as to the 
appropriate range of practical, 
operational controls, safeguards 
and guiderails to ensure that 
outputs from automation 
applications will be safe, reliable 
and socially beneficial for use in 
particular contexts.

There is a need to promote 
dialogue to build a broad 
consensus as to how 
organisations – large and 
small, and across all sectors 
of the Australian economy – 
demonstrate that they 
are trustworthy in how they 
make decisions about the 
design, deployment and use 
of automation applications. 

Demonstrable trustworthiness 
may require new laws and 
further regulation to address 
particular contexts and 
deployment scenarios. 

It will require that 
organisations be accountable 
for evaluating the risks of harm 
and mitigating these risks 
before automation applications 
cause harm. Accountability 
requires clear allocation of 
responsibilities for governance 
of automation applications to 
specified individuals within 
those organisations. 

Good governance of automation 
applications should become 
an enduring source of 
differentiation and competitive 
advantage for those entities that 
can demonstrate systemically 
embedded and reliable adoption 
of good governance.

REQUIREMENTS FOR 
GOOD GOVERNANCE OF AI
Whenever legal obligations 
or evolving standards as to good 
behaviour by organisations 
are expected to be given effect 
by those organisations, three 
requirements need to 
be addressed. 

First, senior management and 
boards should understand what 
is expected of the entity and 
accordingly of their management 
and oversight, particularly 
around strategy and risks. 

Many executives and boards 
of directors now recognise 
that consideration of social 
responsibility, protection 
of enterprise value and 
maintenance of digital trust 
creates an imperative for an 
organisation to reliably conduct 
a broader and more systematic 
evaluation of the impacts of an 
organisation’s activities upon 
individuals and society. However, 
often executives and boards don’t 
yet know how to specify when 
an impact assessment should 
be required, who to empower to 
undertake that assessment, or 
how to ensure that impacts are 
appropriately evaluated and risks 
reasonably mitigated.

Second, there must be 
designation and empowerment 
of appropriately skilled 
individuals who can give effect to 

those obligations and standards. 
Responsibility, skills, incentives, 
escalation criteria and reporting 
lines should be properly aligned. 
Controls, safeguards and 
properly approved processes and 
procedures should be reliably 
embedded within an entity. 

Third, those individuals that 
are given responsibilities for 
identifying and mitigating 
risks of adverse impacts 
from deployment and use 
of automation applications 
should be empowered with 
methodologies and tools that 
enable those individuals to 
reliably and verifiably fulfil 
those responsibilities. 

These requirements are 
common across organisations, 
regardless of industry sector, 
size or level of maturity in 
information technology. Giving 
effect to these organisational 
requirements must, however, 
differ from entity to entity. 

Large organisations electing 
to use automation-enabled 

decision-making, or to 
make available automation 
application-enabled products 
or services, may have a wide 
range of capabilities and 
available resources and may 
be able to adapt existing 
functions and processes. A 
startup, on the other hand, 
would need to implement these 
organisational requirements in 
a quite different way. However, 
in all cases demonstrable 
trustworthiness requires 
each of these organisational 
requirements to be met.

Implementation of good 
governance of automation 
applications often requires 
upskilling of particular 
individuals within the 
organisation, new allocations of 
responsibilities and reporting 
lines, and other changes to 
technology and governance. 

These challenges create 
substantial opportunities for 
organisations to differentiate 
themselves from competitors. 
Some organisations can be 

expected to be only reactive to 
public relations crises, to only 
address existing legal obligations, 
or be resistant to changes 
within the organisation. Many 
organisations would not fully 
understand the scale of change 
required, or the imperative to 
effect change, but in the long 
term failure to address these 
risks would corrode trust in 
government, organisations and 
data analytics applications.

Building new 
capabilities for 
good governance 
of automation 
applications
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09 The role of data 
scientists and 
other information 
professionals

An important theme of 
this paper is the need for 
an organisation using an 
automation application to 
ensure that its frameworks 
and methodologies for 
evaluating the end-to-end 
chain of decision-making – the 
chain of decision provenance 
– are closely aligned with the 
frameworks and methodologies 
that focus upon the automation 
application component or stage 
within that chain. 

Some organisations develop 
and deploy automation 
applications themselves. 
Within these entities, there is 
usually separation between:

• The team that designs an 
automation application.

• The team that specifies the 
deployment and operational 
environment within which the 
application is used.

• The team that uses the outputs 
from that application to 
determine outcomes affecting 
people or the environment.

Separations such as this can 
lead to teams making incorrect 
or otherwise inappropriate 
allocations of responsibility 
for decisions; in particular, 
for ensuring that the right 
automation application is only 
used by the right person in the 
right way for the right job, and in 
the right workplace and with the 
right controls and safeguards. 

Often automation applications 
are provided as an ongoing, 
as-a-service, business-to- 
business service. Involvement 
of multiple entities in a 
chain of decision provenance 
creates further challenges for 
good governance.

Errors or mishaps in the use of 
automation applications can arise 
in a variety of ways, including:

• ‘Pure’ human error – 
failure to properly exercise 
judgement, and in particular 
using an application as a 
determinative instrument 
rather than as a tool or aid to 
good human decision-making. 

• Excessive or inappropriate 
reliance upon an application 
service that is only reliable 
for use in some particular 
settings, or only for some 
classes of decisions. 

• Inherent (product) defects in 
the application itself.

When it comes to data 
scientists and other information 
professionals, they often 
operate on both the supply side 
– designing, specifying, testing 
and supplying automation 
applications – as well as the 
demand side – specifying 
the environment in which 
automation applications are 
used, the teams that use an 
application, and evaluation 
of reliability of suitability for 
reliance of outputs from use of 
automation applications. 

Straddling both side of the 
divide, these professionals will 
likely be the key to the ethical 
and practical governance of 
automated decision-making 
processes, and will often be 
required to assess whether 

data inputs are appropriate 
and reasonable for algorithmic 
methods to produce reliable 
outputs, and may need to take 
the responsibility of flagging 
inappropriate use of outputs 
and data. 

As we develop more complex 
AI systems, it’s critical that 
the new generation of IT 
professionals understand their 
responsibilities in this regard, 
and are prepared and capable 
of guiding their organisations 
through the transition.

IT professionals need tools 
and methodologies to help 
them guide and manage the 
transition to AI decision-
making. To that end, ACS has 
started work on developing a 
living guide, to be regularly 
updated, that will provide:

• Clear definitions of what good 
assessment and governance 
of AI looks like according to 
current best practice.

• Models as to who, within 
an organisation, should be 
responsible for which parts of 
ensuring that the principles 
and obligations are met. 

Our guide will align with:

• Risk management frameworks 
already in common use (such 
as the Five Safes). 

• Commonly used project 
management methodologies 
(such as PRINCE2 and Agile).

• Developing Australian and 
international standards. 

Where such alignment is 
not possible, we will identify 
reasons for a change in or 
expansion of the existing risk 
management framework or 
project methodology.

The living guide will provide 
checklists or tables of 
questions necessary to 
ensure that ethical systems 
are deployed with due 
regard to social impact; 
that there’s accountability 
and clarity as to who is 
responsible for what; and that 
there’s transparency in the 
deployment, use of outputs 
and human judgements being 
applied in the use of the AI.

AN ACS LIVING GUIDE
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10 Where to next?

Technological innovation in 
automation will move faster 
and in ways that the law 
cannot anticipate and address 
in advance. IT professionals 
should not expect the law to be 
a complete and reliable guide 
as to how and when use of AI 
automation are acceptable to 
Australian society.

That being said, the benefits of 
AI, ML and other automation-
assisted decision-making need 
not come at a cost. Risks are 
manageable, but will not be 
managed without foresight, 
a culture of caring and good 
governance, and suitable 
tools and methodologies 
for assurance of safety and 

reliability of decision-making 
processes in which automation 
applications are a component. 

Existing governance processes 
for structuring and oversight 
of decision-making within an 
organisation will often require a 
significant overhaul to address 
new deployments and uses of 
automation applications. This 
requires careful consideration 
of the interaction of people, 
technology, data and processes.

Through this, ACS will provide IT 
professionals with the tools and 
methodologies needed to assist 
them in this transition. 
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