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Ever since Bitcoin appeared on the scene in 2009,  
the technology behind it – blockchain – has captured 
the imagination of technologists across the world.

Here we had a way of storing data that was permanent and immutable. 
You could trust the data stored inside the blockchain because no individual 
person or organisation had the power to change it. Once a piece of data 
was committed to the blockchain, it would be there forever.

What’s more, the security model allowed individual control and ownership 
of digital assets in the blockchain without compromising the whole. You 
control what’s in your ‘wallet’, but nobody else can touch that data.

Its original application, cryptocurrency, is perhaps its most obvious: to 
serve as a trustworthy ledger of cryptocurrency holdings and transactions. 
But hundreds of other applications have been envisioned for it: digital 
identities, decentralised finance, keeping of public records and medical 
information, and much more. 

More recent development in ‘smart contract’ blockchains has expanded 
the application potential of blockchain exponentially. Smart contracts 
made these data stores programmable in a way that allows, for example, 
automated financial systems, trading of tokenised assets, and smart digital 
identity systems that can maintain privacy and ownership of information.

For the IT professionals that make up ACS membership, this is an 
incredibly exciting technology, with the potential to revolutionise global 
financial systems, supply chains, and data storage and sharing. But for 
many others, it can seem utterly arcane.

For the latter, we have created this paper. We wanted to explain what 
blockchain is, and the ramifications for business and society going forward. 
Blockchain has the potential to be truly revolutionary, and we hope this 
paper can serve as a starting point in your understanding of what it is and 
what can be done with it.

Dr Nick Tate FACS CP 
ACS President

Foreword
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A new currency
Bitcoin is, as its heart, nothing more complicated than 
an agreed upon medium of exchange and store of value 
– just like any currency. 

Let’s say we went to a printer and printed out 100 
notes of a new currency we invented. We’ll call it ACS 
Bucks. We give 30 to Troy, 30 to Marc, and 40 to Roulla. 
They can exchange ACS Bucks for whatever they think 
they’re worth – perhaps coffee or a Smartie. Booyah! 
We’ve just created a new free-floating currency. Sure, 
it’s not backed by any nation state, and it’s certainly not 
legal tender, but as long as people are willing to use it 
as a medium of exchange, it’s a functioning currency. 

But we have a problem. Troy, who really likes coffee, 
heads over to the colour copier and photocopies a bunch 
of ACS Bucks. Now our economy is in danger of massive 
inflation and losing trust. The value of a currency is built 
on the trust in the underlying system. People trust in the 
US dollar, for example, because they trust in the stability 
and governance of the country that backs it.

So we create a ledger – all holdings and transactions 
have to be entered into the ledger. That way, nobody 
can purchase coffee with ACS Bucks they don’t have. 
All new transactions are entered into the ledger, and 
balances are checked for validity to ensure that nobody 
is spending ACS Bucks that they don’t own or spending 
the same money twice (‘double spending’, as it were).

Of course, at this juncture, the only thing that really 
matters is the ledger. It’s the final word on who has 
how much money. Transactions can happen entirely 
within the ledger – the transfer of physical currency 

has become irrelevant. The physical currency itself 
becomes irrelevant – we may as well throw it all in  
the bin. 

But now whoever has the ledger rules the ACS Bucks 
economy and could create and destroy currency at  
will. That’s not ideal – ACS Bucks are never going to 
achieve any real value if they’re under the control of  
a single dictator.

So, we create another system. Everybody in the 
ACS Buck economy gets a copy of the ledger. All 
transactions are checked against the distributed copies 
of the ledger, with majority rules when it comes to 
conflicts and disagreements. If Troy tries to write into 
the ledger but Marc and Roulla disagree on the validity 
of the transaction, then they can vote to reject it.

Finally, because it’s easier to copy and distribute, we’ll 
make the ledger digital.

And this, to come around to our point, is what Bitcoin 
is: a currency controlled by a distributed digital ledger. 
The ledger has a record of every transaction ever 
made, and consequently a record of who has how much 
money right now. 

And that distributed ledger uses a technology called 
blockchain to maintain its integrity and security.

From Bitcoin to blockchain
One of the best ways to understand blockchain is to look at where it came from 
and what problem it was trying to solve. It starts with the cryptocurrency Bitcoin, a 
digital ‘coin’ that was the work of technologists looking at ways that the exploitative 
policies and practices that led to the 2008 global financial crisis could be avoided in 
the future. 

At the core of that project was the creation of a new currency, one outside of the 
control of any government or agency, which was instead backed and secured 
entirely by technology.

So, let’s start by taking a look at how one creates a new currency.
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The distributed ledger
To return to our metaphor, now that we have a 
distributed ledger to track ownership of ACS Bucks, we 
need to be able to ensure that bad actors can’t mess 
with it – that it’s always an honest and true accounting 
of transactions. If it’s not, then trust in the system would 
fall apart, and the value of ACS Bucks with it.

As noted above, distribution/decentralisation itself 
provides security. If everybody gets a copy, and we have 
a mechanism for users to agree that new transactions 
are legitimate, then the ledger is secure by virtue of its 
decentralisation. The more people who use it, the more 
secure it becomes. Only by getting control of more than 
50% of the copies of the ledger could someone submit 
invalid transactions. What’s more, there is no single 
point of failure (SPOF), so the ledger will live as long as 
at least one party has a copy of it.

But in addition to making sure that new transactions 
are legitimate, we also want to make sure that old ones 
can’t be modified in the ledger. After all, if Troy could 
rewrite old entries in the ledger, he might be able to 
grant himself more money.

In a physical ledger, this would be hard to implement, 
but thankfully, in a digital ledger there’s a way to 
mathematically authenticate old transactions to ensure 
they haven’t been modified in the ledger.

This is where the concept of the ‘blockchain’ was 
born. A blockchain stores data in a way that prevents 
tampering. In a blockchain, you can never change 
existing transactions in the ledger; you can only add 
new ones. A blockchain contains a complete record of 
every transaction ever conducted on the ledger from 
the moment of its creation, and nobody can ever alter, 
revoke, or hide a transaction once it’s committed.

So how was this done with Bitcoin? Instead of a singular 
computer file that contains all transactions, transactions 
would be grouped into individual ‘blocks’ of data. A 
single block might contain a thousand transactions, 
for example. Periodically, as new transactions are 
performed, a new block is added to the ledger.

The secret sauce in this is that each new block 
contains what is called a cryptographic ‘hash’ of the 
previous block. 

A hash is a mathematical representation of a set of data. 
When you perform a cryptographic hash on a chunk of 
data, it produces a string of characters of fixed length 
that represents that data. If the data changes even one 
bit, the hash of that data will change.

Because of that, hashes are commonly used to check 
the integrity of files. If I sent you a file, I could follow 
up and send you a hash of that file separately. You 
could then run your own hash of the file and compare 
it to the hash I sent you. If the hashes match, then 
it appears you’ve got the file I sent to you correctly. 
If there’s a mismatch, then the file may have been 
modified on its way between me and you, and probably 
shouldn’t be trusted.

How does this apply to blockchain? Well, in blockchain 
each new block of transactions contains a hash of the 
previous block (which in turn contains a hash of the 
block before it). Thus, the previous block can now never 
be modified without invalidating the hash. So, we have 
the ‘chain’ – each new block has a link that certifies and 
‘locks in’ the block before it. If someone tries to rewrite 
an older transaction/block, all the hashes subsequent 
to that block will be broken, invalidating the chain.

Blockchain nomenclature

From this you can see that the term ‘blockchain’ technically refers to a way of storing data – as a chain 
of blocks rather than a single monolithic file. But when people generally talk about ‘blockchain’, they’re 
usually referring not just to the data structure but the whole method of securing the ledger, including 
distribution, consensus, security, and identity. That is to say, ‘blockchain’, as it is commonly used, refers to 
the complete infrastructure of the ledger and not just the chain of blocks itself.

You should also be aware of the term ‘distributed ledger’. Blockchain is a type of distributed ledger 
system but it’s not the only one, so the term ‘distributed ledger’ can be used to refer to the broader set 
of technologies.
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Figure 1 1: Blocks in blockchain. Each block of data in the chain contains the hash of the previous 
block, meaning the previous block cannot be modified without invalidating the subsequent blocks.

Accounts and wallets
So now, with blockchain, the creators of Bitcoin had 
what they needed to store transactions in a way that 
was immutable; that is, they could not be modified or 
tampered with. The distributed/decentralised nature 
of the blockchain prevented any one party from taking 
control of it, and the blockchain data structure meant that 
the ledger could not be modified without invalidating the 
hashes and breaking the chain of blocks.

But that wasn’t the end. To go back to our above 
example of creating a currency, we still have a number 
of issues to solve. Number one is: how do we ensure 
that transactions are being made by who they say they 
are? What if Troy went into the ledger and tried to write 
in a transaction that said Marc was sending Troy all his 
ACS Bucks?

So, we needed to have a mechanism to ensure that 
ACS Bucks owned by people could only be spent by the 
owner. Here is where the ‘crypto’ in ‘cryptocurrency’ 
comes into play.

To solve this problem, we could ask each transaction 
to be signed by the person who is ‘spending’ the ACS 
Bucks. So that transaction above would have to be 
signed by Marc for it to be considered valid.

In the digital blockchain, a similar model is applied, but 
using cryptographic signatures. When a person creates 
an account or ‘wallet’ on a blockchain, they create a pair 
of ‘keys’. One is their public key – this is the address 
or identity that they have on the blockchain: their 
username, as it were. It may or may not be anonymous, 
depending on the blockchain (in Bitcoin it is – it’s just 
a non-identifying string of seemingly random numbers 
and letters). 

People can easily send money to a public address. When 
that happens, the ledger will record that the recipient 
is now the owner of that money. No authentication is 
required to receive money.

But to spend money from a wallet, the owner of the 
wallet needs to sign the transaction with their encrypted 
private key, which only they can share. Signing it with 
their private key sends a signal to the blockchain ledger 
that the transaction is legitimate, and it can deduct the 
funds from their account in the ledger and add them to 
the recipient’s account.

Validation and consensus
As our ACS Bucks economy grows, we run into  
more problems. A critical one is ‘consensus’ – that is, 
how do we come to an agreement on the legitimacy  
of transactions?

In our ACS Bucks economy, everybody gets a copy 
of the ledger, which is fine, and all transactions are 
entered into all copies. But how do we resolve disputes? 
And how can we do it quickly and automatically once 
there are thousands of copies of the ledger out there?

In most chains, the blockchain itself uses a peer-to-
peer system over the internet to relay transactions to 
everyone. When a user submits a transaction to the 
blockchain, what they are doing is passing it on to a few 
other people that they know, and those people will pass it 
on to a few other people that they know, and so on, until 
it reaches all the copies of the ledger in the network. 
Parties with copies of the blockchain are called ‘nodes’.
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Then all those parties have to come to an agreement 
that the transaction and signature is real and 
legitimate, and that the spender has enough money 
left in their wallet to make it.

The way they do that is called ‘the consensus mechanism’. 
The system has to make sure that there aren’t bad 
actors trying to mess up or manipulate the ledger.

In most large blockchains, such as Bitcoin, the number 
of users means that not every single user performs 
transaction validation. It’s a lot of work, after all, to see 
if the signature is correct, and to go through the ledger  
history to check if every transaction is correct and proper.

Somebody has to do it, however, and as a practical 
matter there has to be an incentive for those that do  
(as well as potentially punishment for bad actors).  
The computers that do this work are called ‘validators’ 
– they are essentially the accountants of the blockchain.

Let us return to ACS Bucks. The ACS Buck economy 
has exploded, and there are now 1,000 people regularly 
trading in ACS Bucks (and maybe fractions of ACS 
Bucks; let’s call them ACS Cents). Not everyone is 
going to check every transaction, but there are 50 of 
them that are willing to do the work. We’ll call these 
the ‘validators’, and we’ll reward them for their work. 
Whenever they write 100 new transactions to the 
ledger, we have an agreement that they can write an 
extra transaction in there for themselves that grants 
them 10 new ACS Bucks. Later, if we want to stop 
inflation and instead have a fixed supply of ACS Bucks, 

we might change the rule so that everybody who 
submits a transaction has to pay a small fee, which 
goes to the validators.

And what if there’s a dispute about the legitimacy of a 
transaction? Can we just have a vote of the validators 
to see if it goes through or not? Well, yes and no. 
There’s another problem here.

Troy, clever fellow that he is, decides to create a bunch 
of fake identities to get additional copies of the ledger. 
Troy might create 51 validating identities, so now he 
would have 51 votes, overriding the votes of all the 
other validators (assuming there are less than 51 other 
validators). In computer speak, this is known as a ‘Sybil 
attack’, named after the subject of a case study of a 
woman with dissociative identity disorder.

Likewise, with Bitcoin it was realised that a purely 
democratic model – one validator, one vote – of 
consensus would not work. A single individual or 
company could theoretically set up, say, 1,000 validating 
nodes and thereby ‘stuff the ballot box’, so to speak. 

So how do we solve this? We need some way of proving 
that each validator is a unique individual. We could 
ask for an ID on wallet creation, but that would be in 
violation of our libertarian ideals. Also, you would need 
an authority to check the identity – which would return 
us to centralisation – and not every country in the world 
has a standard way of proving an ID.

Instead, what we can do is ask each validator to provide 
some kind of finite, non-replicable resource as a ‘proof’ 

Figure 1-2: A decentralised network. Instead of having a central server or service, blockchains 
work in a peer-to-peer model, with nodes talking directly to each other.

The decentralised ledger
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that they are a real person and not a fake identity.  
A strand of hair with unique DNA submitted with 
each block of validated transactions would work, for 
example – but perhaps wouldn’t be all that practical.

In Bitcoin, they solved this through a mechanism 
called ‘proof of work’.

In order to gain the authority to validate, nodes 
have to commit a finite resource to the network as a 
‘proof’ that they are a unique individual, so that they 
couldn’t create multiple nodes and break the system. 
In Bitcoin, this finite resource was decided to be 
processing power, or ‘work’. So, to prove its right to 
validate, a validator would have to solve a complex 
mathematical puzzle and submit the solution to 
the network – this is the ‘proof of work’ (PoW). To 
incentivise them, the node that solved it first would 
be rewarded with new Bitcoins. The process of 
trying to solve this puzzle is called ‘mining’, and the 
process of creating new Bitcoins to be rewarded is 
called ‘minting’.

Blockchain and power usage

While it worked as a mechanism, history has shown that Bitcoin’s proof of work (PoW) has had some 
serious side effects.

The core problem with this model is that as the value of Bitcoin rose, it became a competitive game 
with very significant rewards (peaking at around US$250,000 worth of Bitcoin issued every 10 minutes). 
To be able to solve the mathematical puzzle first, large organisations began to commit huge amounts 
of processing power to it, creating a processing-power arms race that now takes up enormous 
amounts of global power production.

While Bitcoin and some other blockchains continue to use PoW, others have implemented different, 
less power-intensive models. The most common alternative is called proof of stake (PoS), where 
validators have to demonstrate that they own – or have delegated authority from owners of – the 
native cryptocurrency of the blockchain, and their ‘voting power’ is based on how much stake they 
have. PoS uses a fraction of the power of PoW and is not considered environmentally damaging.

The transaction process

1.  A cryptocurrency holder wants to send 
money to another person.

2.  They find or ask for the public ‘wallet’ 
address of the recipient. It might be 
shared by a QR code.

3.  They enter the amount they want to 
transfer, and then they have to sign 
the transaction with their encrypted 
private key to let the network know the 
transaction is legitimate.

4.  They send the transaction off into the 
network to be validated and committed 
to the ledger. 

5.  It is shared from peer to peer among 
the blockchain’s validators until it 
reaches all the validators.

6.  The validators check the legitimacy of 
the transaction and vote on it using the 
network’s consensus rules.

7.  If the transaction is voted valid, then it is 
committed to the blockchain. The money 
is taken out of the sender’s wallet in the 
ledger and added to the recipient’s.

$

$

$$

$

$

$
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Value
As an unregulated, free-floating currency, ACS Bucks 
and Bitcoins have whatever value the market decides to 
put on them as a medium of exchange. 

For Bitcoin, that value has fluctuated quite wildly over 
its life span. The very first Bitcoin transaction occurred 
in 2010, when two pizzas were exchanged for 10,000 
Bitcoins – which would now be valued at hundreds of 
millions of dollars. 

Its unregulated nature does present significant other 
problems for Bitcoin and other cryptocurrencies. ‘Pump 
and dump’ manipulation of the value of the currencies 
is rife, as is wash trading, because there’s no authority 
to prevent such schemes. Because of the anonymity 
of wallets, cryptocurrencies are often used by criminal 
enterprises to hide money. Exchanges – despite 
operating a lot like banks – are usually not subject to the 
same consumer-protection rules and regulations that 
banks are, leading to several high-profile calamities that 
cost users millions of dollars.

Exchanges and storage
Now, if you’ve been following our ACS Bucks metaphor,  
you’ll remember that the ledger did away with the need 
for physical money. The only thing needed is the ledger, 
which has a record of all holdings.

So it is with cryptocurrencies. The Bitcoin blockchain is 
simply a record of who owns how many Bitcoins. The 
Bitcoins themselves do not necessarily ‘represent’ any 
kind of physical or digital object. Your personal Bitcoin 
wallet does not ‘contain’ Bitcoins – it just contains 
the private key you need to make transactions on the 
ledger. If you lose your wallet but have a copy of the 
private key somewhere, you can still access all your 
funds. 

Conversely, if someone gets hold of your private key, 
then they have the means to spend your money on the 
blockchain and can theoretically just go in and use your 
private key to sign a transaction sending all your money 
to their wallet. That’s why many users keep their keys 
offline – on a disconnected device – when not in active 
use. This is called ‘cold storage’. 

Without the private key, nobody can spend the money.The 
blockchain needs that signature or it will automatically 
reject the transaction. It’s estimated that somewhere 
around 4 million Bitcoins are ‘lost’ forever, completely 
unspendable, because the private key is lost.

Along with cryptocurrencies, exchanges have sprung 
up. These are sites where cryptocurrencies can be 
exchanged for each other and for traditional (‘fiat’) 
currencies. Some of those are centralised businesses 
and some use automated tools to link buyers and 
sellers with each other.

Other cryptocurrencies
Just as we did with our theoretical ACS Bucks above, 
cryptocurrencies can be created by anybody, and many, 
many have – thousands of them. Some have been copy 
and paste jobs, where someone just copies the software 
code of another currency and renames it; others have 
introduced sophisticated new capabilities, including 
smart contracts.

The market ultimately determines the ‘worth’ of any 
new cryptocurrency. Since they have no national 
backing, they have only their perceived value as a 
medium of exchange or store of value. 

Other assets and moving beyond 
cryptocurrency
Now that we have our theoretical ACS Bucks distributed 
ledger up and running, we realise something: ACS 
Bucks are not the only thing that we can record in 
the ledger. We could write anything in the ledger we 
wanted. We could create all new currencies and use 
the ACS Bucks ledger to track them, using the same 
validation/consensus system to trade them. We’ll call 
all these different types of assets ‘tokens’.

We could create not just fungible tokens, such as 
currencies; we could create unique, non-fungible 
tokens, and store their ownership in the ledger and 
let them be traded with the ledger, using the same 
consensus mechanics. We could store deeds of 
ownership, and certificates of provenance. We could use 
tokens to represent real-world assets and track their 
ownership in the ledger.

We have a mechanism for storing data in an immutable 
way, and a mechanism for trading and managing 
ownership of that data. There’s a lot more we can 
do with the blockchain than just creating a simple 
currency, and this potential is what is unlocking a lot of 
new capabilities for blockchain beyond cryptocurrency.
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Smart contracts
What’s more, we realise that we’re working in a 
digital world now, and maybe we want to set up some 
automation on the blockchain. Maybe we want to 
create a rule: whenever Troy gets a coffee, a near-field 
communication sensor in his smart watch automatically 
detects the coffee cup and sends one ACS Buck from 
Troy’s wallet to the address of the coffee seller.

We can create quite complex scripts that execute 
transactions when certain conditions are met or when 
a certain amount of time passes. These scripts might 
have wallets of their own and hold funds in escrow until 
pre-programmed conditions are met. 

In blockchain terminology these are called ‘smart 
contracts’ – transactions that execute according to a 
pre-programmed set of conditions. While Bitcoin itself 
does not have notable support for them, many newer 
blockchain platforms (most famously Ethereum) allow 
for very complex script creation. They are enabling a 
variety of exciting new tools, including fully automated 
organisations, disintermediated trading systems and 
stores, and much more. The makers of blockchains 
have become very creative, and it is believed that these 
smart contracts might revolutionise the web itself. 

Blockchain and ownership

Bitcoin is open to the public and has no requirements for wallet creation. Not all blockchains are so.  
If you’re creating a blockchain for bank-to-bank reconciliation, for example, you don’t want just anyone 
to be able to sign up.

We can distinguish between four types of blockchain depending on the read and write privileges: public 
versus private, and permissioned versus permissionless. When everyone can read from the blockchain, 
it is called ‘public blockchain’. However, if the reading is restricted, it is called ‘private blockchain’. 
When everyone can write on the blockchain, it is called ‘permissionless blockchain’. However, if the 
writing access is restricted, then it is ‘permissioned blockchain’. 

Combining both dimensions results in four types of blockchain: public permissionless, public 
permissioned, private permissionless, and private permissioned. The figure below illustrates these four 
types of blockchain.1

Everyone Restricted

Everyone Public Permissionless Private Permissionless

Restricted Public Permissioned Private Permissioned

Read access

W
ri

te
 a

cc
es

s

Figure 1-3: Types of blockchain. Different permission models are appropriate for 
different applications.

1  Bashir, I. (2018). Mastering Blockchain: Distributed ledger technology, decentralization, and smart contracts explained. Packt Publishing.
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Real-world applications
The internet was a foundational technology that allowed a myriad of innovations 
to be built on top of it. These innovations include all social media applications, 
ecommerce, e-banking, web conferencing, and other applications. 

Similarly, blockchain is considered a foundational 
technology, allowing other innovations to be built on top 
of it. The first generation of blockchain (blockchain 1.0)  
was used for money transfers and payments, but 
as time has gone on, new applications have been 
developed and discovered. 

Soon, it developed into the second generation  
(blockchain 2.0) with the introduction of smart contracts. 
Smart contracts execute a script when time lapses or 
an event occurs. For instance, a payment is settled 
when goods are received. This is executed automatically 
between two parties directly without third-party 
intermediaries such as banks (as was explained in the 
introduction, when Troy received his coffee). 

Subsequently, blockchain developed into the third 
generation (blockchain 3.0), when decentralised 
applications (dApps) started to be built. dApps 
are applications that run on top of blockchain in a 
decentralised manner that eliminates the need for a 
central entity or authority that controls the application.2 

The fourth generation of blockchain (blockchain 4.0) is 
controlled by a decentralised artificial intelligence (AI), 
where it becomes possible to create fully decentralised 
autonomous organisations (DAO3) that can deliver  
value to customers/users autonomously, without 
central authority.4

2 For a list of dApps running on Ethereum blockchain, refer to https://www.stateofthedApps.com/.
3 https://ethereum.org/en/dao/
4 https://unibrightio.medium.com/blockchain-evolution-from-1-0-to-4-0-3fbdbccfc666
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These developments gave blockchain the power to 
disrupt almost all industries, with multiple applications 
in every impacted industry. The biggest disruption 
was to financial services, followed by supply chain 
applications, but many other industries are finding 
useful applications for blockchain.

Examples of disrupted industries include education,5  
government and the public sector,6 customs and border 
protection,7 agriculture,8 healthcare,9 pharmaceuticals,10 
energy,11 logistics,12 aviation,13 global trading,14  

multimedia,15 insurance,16 construction,17 
manufacturing,18 marketing,19 3D printing or additive 
manufacturing,20 accounting,21 banking,22 jewellery,23 
and governance.24
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1. Decentralised finance and digital assets
Prior to the inception of blockchain, or ‘Web 3.0’, it was not possible to store, lend, 
exchange, manage, or invest a digital currency without intermediaries. The web 
before blockchain enabled organisations to do business over the internet through 
intermediaries such as banks, credit card companies, escrow agents, brokers, social 
media giants, or transfer agents. However, blockchain enabled those business 
transactions to take place without intermediaries, using software platforms acting 
as trusted intermediaries. This paradigm shift into decentralised finance (DeFi) 
disrupted the financial industry and opened the door for innovations in organisational 
capabilities and new business models. 

These new business models were enabled by 
transforming the way businesses create, move, store, 
capture, exchange, invest, insure, lend, or deliver value. 
This also allowed a new fourth class of assets known as 
‘digital assets’ to be created. 

Traditional assets are classified into three classes: 

• The first asset class is capital assets, which produce 
an ongoing source of value and can appreciate in 
value. Examples include equities and bonds. 

• The second asset class is consumable/
transformable assets, which have an economic 
value but don’t produce value on an ongoing basis. 
Examples include commodities and precious metals. 

• The third asset class is ‘store of value’ assets, 
which have value but do not generate income and 
cannot be consumed. Examples include (arguably) 
currency, art, and historical artefacts. 

In rare cases, an asset can be classified under more 
than one class; for instance, precious metals can be 
considered to fall in the consumable/transformable 
asset class and, at the same time, in the store of value 
asset class. 

Digital assets are a new kind of asset class that have 
the features of all three other classes, they can: 
appreciate/produce an ongoing source of value, be 
consumed/transformed, and be a store of value.25

Digital assets 
Blockchain has enabled traditional assets to be 
represented in the digital world with added benefits. 
Examples include central bank digital currencies 
(CBDCs) and asset-backed tokens.

Introducing tokens to traditional assets created new 
ways of attracting investors in what is referred to as 
‘tokenomics’, the economics of tokens.26 For instance, 
tokenisation of real estate assets – where real-
world real estate is represented on the blockchain 
as a tradeable (and programmable) token – has 
improved the liquidity of traditionally illiquid assets 
by representing them in the digital world.27 In addition, 
it has paved the way for fractional ownership and 
fractional investment.

25 https://bravenewcoin.com/enterprise-solutions/taxonomy
26 https://www.lithtoken.io/news/understanding-tokenomics-the-real-value-of-a-token 
27 https://hedera.com/learning/what-is-asset-tokenization
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Example of tokenised assets

The fundamental idea behind tokenised assets is to take real-world assets and represent their 
ownership on the blockchain using tokens that can be traded using standard trading mechanisms.

For example, a company or individual could buy a house. They could then ‘mint’ 100 tokens on a 
blockchain, each representing a 1% share in the ownership of that house – essentially securitising the 
real-world asset.

Those tokens could then be sold for a set price or auctioned off. Their ownership would be represented 
on the blockchain ledger, in much the same way as a cryptocurrency.

The tokens could then be traded directly by owners, without using an intermediary, at any price they 
determine suitable. Those tokens could also be programmable – for example, they could expire after a 
certain time, or automatically transfer ownership on the blockchain if some condition was met (such as 
the sale of the house).

Services of this kind have already started to appear. RealT28 and SolidBlock29 are examples of 
companies that are building these businesses.

Additionally, blockchain opened the door for creating 
new types of assets that don’t exist in the real world 
and are not backed by physical assets; those assets 
are known as ‘native digital assets’. Examples include 
cryptocurrencies such as Bitcoin and Ether, limited 
issue crypto collectibles such as CryptoPunks, 
and virtual world assets such as virtual assets in 
Decentraland or Sandbox.

Thousands of digital assets are being traded every day 
on crypto markets, and new digital assets are being 
created on a daily basis. 

These digital assets can mainly be classified into 
nine types, according to their functions and nature. 
Understanding these types of digital assets will help 
governments, organisations, and intermediaries. 
Firstly, it will help governments design and architect 
an appropriate regulatory framework around them.30 
Secondly, it will help organisations explore and 
embrace new opportunities. Thirdly, it will help 
intermediaries in the current financial industry to 
redefine their value proposition and invent new 
products, services, or experiences to address their 
customer needs through re-intermediation.

28 https://realt.co 
29 https://solidblock.co
30 https://asic.gov.au/regulatory-resources/digital-transformation/crypto-assets/
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Types of digital assets
While there have been many classifications of digital 
assets,31 one of the most widely accepted taxonomies 
describes nine types: cryptocurrencies or digital money, 
protocol tokens, governance tokens, non-fungible 
tokens (NFTs), exchange tokens, securities tokens, 
stablecoins, natural assets tokens, and central bank 
digital currencies (CBDCs). 

These digital assets are developing, and consequently 
new types of digital assets will be invented and introduced 
to the new financial system. In addition, hybrid types 
that combine features from traditional centralised and 
the new decentralised finance might emerge.

Cryptocurrencies 
These types of digital assets are used as a medium for 
payment and are considered to be the digital money 
for the internet, with Bitcoin as the most prominent 
example. The main value proposition behind these 
cryptocurrencies is disintermediation. 

Through disintermediation, money can be transferred 
from one account to another instantaneously, without 
relying on intermediaries such as banks or transfer 
agents. This plays a vital role in cross-border transfers 
and involves minimal transfer fees. 

In addition to Bitcoin, there are other cryptocurrencies that 
deliver additional value propositions. For instance, Monero 
gives full anonymity to its users through what is known 
as a ‘zero-knowledge proof’ (ZKP). A ZKP is a method 
by which a statement (of possessing a digital asset, for 
example) can be verified without knowing the content of 
the statement, to ensure anonymity.32 Cryptocurrencies 
have the normal functions of currencies as well as 
other features, such as lower transaction fees.

Protocol tokens
Hypertext Transfer Protocol (HTTP) is the common 
protocol that enabled the internet to be built. It was 
the cornerstone for developing the internet and the 
foundation for most of the internet applications we 
use today. Similarly, there are protocols that form the 
foundation layer for blockchain applications. These 
protocols enabled the creation of blockchain platforms 
such as Ethereum, Solana, Cosmos, and Avalanche. 

These platforms act as a foundation for other 
applications to be built on top of them. However, for 
these protocols to work and provide services to upper 
layers of blockchain such as dApps, they need ‘fuel’ to 
run securely and be maintained. This fuel is manifested 
through the protocol tokens. 

This type of digital asset serves as the currency for the 
platform they serve. For example, every application that 
runs and transacts on top of the Ethereum network 
needs to pay the native token of the Ethereum network 
(called ‘Ether’) to keep the network running. 

Similarly, the following native tokens are used to fuel 
their networks: SOL, the native token of Solana; ATOM, 
the native token of Cosmos; and AVAX, the native  
token of Avalanche. Protocol tokens ensure their 
respective blockchain platforms run securely and are 
maintained properly. Holders of these protocol tokens 
have rights in governing the protocols running on their 
respective platforms.

Governance tokens
Decentralised applications (dApps) or decentralised 
autonomous organisations (DAOs) running on top of 
blockchain platforms have their own tokens. These 
tokens enable their bearers to have governance rights 
over their respective dApps or DAOs. Governance tokens 
contribute to making decisions about the maintenance 
and improvement aspects of the respective dApps 
or DAOs. Governance tokens appreciate when their 
respective dApps or DAOs gain traction and expand their 
user base and power. Governance tokens are sometimes 
referred to as ‘utility tokens’ since they provide certain 
rights to their bearers within the perimeter of the 
applications they represent.

Non-fungible tokens (NFTs)
Fungibility means equal value between goods or assets; 
for instance, a gold bar is a fungible asset since it can 
be exchanged with any other gold bar with exactly the 
same features. Similarly, a $100 bill is fungible as it can 
be exchanged with any other $100 bill. In addition, the 
$100 bill can be exchanged with other two $50 bills or 
five $20 bills, as the total value is identical. 

31 https://adan.eu/en/article/taxonomy-blockchain-basedcrypto-assets-en 
32 https://en.wikipedia.org/wiki/Zero-knowledge_proof
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On the contrary, non-fungible items refer to unique 
items such as pieces of art or artefacts. For example, 
the original Mona Lisa, and the original Warlugulong.33 
These original masterpieces cannot be replaced with 
any other copies, and therefore they are non-fungible. 

Maintaining originality of digital art or preserving the 
intellectual property rights over it has been a challenge, 
because making copies of digital items is possible and 
easy. Blockchain technology enables producing unique 
digital items that cannot be copied, and the intellectual 
property rights over them can be preserved and protected. 

Non-fungible tokens (NFTs) are tokens representing 
either a native digital item, such as Everydays: the 
first 5000 days by Beeple, which was sold for US$69 
million in 2021, or a unique digital item linked to a 
unique physical art, such as tokens of the original 
Fillette au beret34 and Le peintre et son modèle, both by 
Picasso. NFTs provide means to verify the authenticity, 
provenance, scarcity, and ownership of the digital 
assets they represent. 

NFTs opened the door for many applications in the 
real world, involving ownership and transactions on 
everything from pieces of virtual lands to exotic virtual 
items such as cars or accessories in virtual games. 

NFTs can gain much higher importance when used in 
the metaverse since they have the potential to generate 
passive income. This passive income gets generated 
through royalty fees for the usage of an NFT in the 
metaverse. In addition, NFTs have the potential to 
generate capital gains if they appreciate due to high 
demands in the metaverse. 

Another possible application of NFTs is digital identity, 
or self-sovereign identity (SSI). SSIs are tokens that 
enable people to regain a full control over their digital 
identities, with the token serving as both proof of 
identity and potentially a store of information (such as 
personal information that can be selectively shared).

SSI owners are not always people; they can also be  
virtual items that need to transact online, tiny sensors 
connected to the internet, physical legal organisations 
with defined entities, or virtual organisations such as 
DAOs. All these types of entities could require SSIs to 
be able to transact online.

Exchange tokens
Cryptocurrency exchanges facilitate exchanging digital 
assets with other digital assets or physical assets 
such as fiat currencies. There are two types of crypto 
exchanges: centralised and decentralised.

Centralised crypto exchanges such as Binance and FTX 
have their own tokens (BNB and FTT, respectively). 
These tokens are native to those exchanges. They don’t 
provide governance rights to their bearers, but they can 
have other functions such as incentivising customers. 
For instance, BNB serves as the native token that fuels 
Binance’s Build and Build (BNB) Chain. 

Decentralised exchanges (DEXes) such as Uniswap 
and SushiSwap also have their own native tokens 
(UNI and SUSHI, respectively). DEXes resemble 
centralised exchanges in the services they provide, but 
they allow users to exchange crypto assets without 
intermediaries. This exchange of crypto assets happens 
through pre-programmed smart contracts that settle 
the transactions on the blockchain itself. DEXes often 
have a decentralised governance model where the 
token holders decide how to allocate budgets, distribute 
funds, and deal with contributors.

Security tokens
Security tokens are tokens that are pegged to digital 
or physical assets. They give their bearers the rights 
of ownership or entitlement to an asset such as gold, 
real estate, future profits, dividends, equity, or any type 
of financial derivatives. Similar to stocks on traditional 
stock exchanges, security tokens need exchanges to 
support them. Example of these exchanges include 
tZERO35 and Openfinance.36 

Security tokens open the door for borderless, 
transparent, traceable, and quick trading of value 
while maintaining compliance. In addition, they 
enable fractional ownership and investment, allow for 
penetrating new markets, and help reaching  
new investors.37

33 See https://www.artgallery.nsw.gov.au/collection/works/321.1981 and https://www.aboriginal-art-australia.com/aboriginal-art library/
most-expensive-aboriginal-art

34 https://www.reuters.com/lifestyle/shares-picasso-painting-go-up-grabs-6000-blockchain-sale-2021-07-15
35 https://www.tzero.com 
36 https://www.openfinance.io 
37 https://www.finder.com.au/security-tokens
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Stablecoins
These digital assets are designed to maintain a stable 
value relative to a reference asset or basket of assets. 
For example, a stablecoin might be pegged to the US 
dollar so that the exchange value of the cryptocurrency 
is always US$1 for one token. This allows traders to 
use cryptocurrency exchange mechanisms without 
having to worry about volatile cryptocurrency values 
(it’s not uncommon for cryptocurrencies to appreciate 
or depreciate in value extremely rapidly).

Stablecoins can be backed by other digital assets, fiat 
currencies, or exchange-traded commodities. Examples 
of stablecoins include Dai, Tether, Perth Mint Gold Token, 
and A$DC. Dai is pegged to the US dollar and backed 
by collateralised digital assets such as Ethereum 
and USD Coin (USDC) held in smart contracts. Tether 
(USDT) is also pegged to the US dollar and backed by 
deposits of fiat US dollar and other equivalents. Perth 
Mint Gold Token (PMGT) is pegged to gold and backed 
by certificates that represent real physical gold at 
Perth Mint where 1 PGMT is equal to one ounce of 
gold.38 The Australian dollar stablecoin A$DC, launched 
by Australian bank ANZ in March 2022 to facilitate 
digital asset transactions between wealthy institutional 
investors, is pegged to the Australian dollar.39 

Natural assets tokens
It’s necessary to improve the governance, transparency, 
and traceability of common natural resources. Natural 
asset tokens provide a medium to achieve this by 
recording transactions on blockchain linked to those 
natural assets. For instance, the Regen Network helps 
to transparently record carbon offsets to be redeemed 
by buyers in the carbon credit market.40 In Australia, 
the Australian Civic Ledger is at the proof of concept 
(PoC) stage in working on Water Ledger to provide 
solutions that would help in water markets and provide 
transparency and ‘compliance by design’. 41 

Central bank digital currencies
CBDCs are a representation of a fiat currency in the 
crypto world. This digital asset is issued, regulated, and 
managed by a central authority, usually the reserve bank 
of a government. Many governments around the world 
are researching CBDCs, developing proofs of concept for 
them, or piloting them.

A few governments have already launched CBDCs; for 
instance, eNaira from the central bank of Nigeria and 
Sand Dollar from the central bank of the Bahamas.42 
The Reserve Bank of Australia (RBA) completed a 
research project about wholesale CBDCs in late 2021.43 

In addition, the Australian Senate Select Committee 
recommended a policy review about the viability of a 
retail CBDC in Australia.44 The Australian Government 
agreed to commence this policy review in the second 
half of 2022, and to report on it by the end of 2022.45

Advocates of CBDCs claim that they reduce fraud, 
reduce transaction fees charged by payment systems 
such as Visa and Mastercard, and prevent illicit 
activities such as tax avoidance and money laundering. 
However, opponents criticise CBDCs for their 
surveillance capabilities and their potential power as 
a tool for political oppression, since the central bank 
would be able to effectively monitor all transactions 
using the CBDC. 

38 https://pmgt.io 
39 https://ia.acs.org.au/article/2022/anz-s-new-crypto-coin-highlights-de--banking-problem.html 
40 https://www.regen.network 
41 https://civicledger.com 
42 https://cbdctracker.org
43 https://www.rba.gov.au/media-releases/2021/mr-21-30.html
44 https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Financial_Technology_and_Regulatory_Technology/

AusTechFinCentre/Final_report 
45 https://treasury.gov.au/sites/default/files/2021-12/p2021-231824_1.docx
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In a traditional and simple (make-to-stock) supply 
chain, raw materials are supplied to manufacturers 
to get processed, finished goods are then supplied to 
distributors or wholesalers, then to retailers, and finally 
to the consumers. The modern reality of global supply 
chains is much more complicated than that in practice. 
In many cases, multiple players may intermediate the 
process to add value, especially if a product crosses 
local or international borders. In such cases, complex 
logistic networks are traversed to reach the last mile 
delivery to the destination. 

Every supply chain has its own characteristics. For 
instance, pharmaceuticals supply chains are different 
from food supply chains or mining supply chains. 
However, there are common problems faced by supply 
chains. Blockchain has the potential to contribute to 
addressing some of these problems. Blockchain adds 
value in areas including authenticity, automation, 
provenance and traceability, visibility and efficiency, and 
compliance.47 The following sections will shed light on 
this added value.

Authenticity 
Counterfeiting is a significant problem in many supply 
chains. Blockchain technology can contribute to anti-
counterfeiting solutions by recording every transaction 
along the supply chain. Since data recorded on a 
blockchain is almost impossible to manipulate, the 
digital records of supply chain transactions remain 
intact and provide assurance of the authenticity of the 
goods associated with them. 

However, complementing technologies such as RFID 
(radio-frequency identification) or Internet of Things 
(IoT) will be needed to ensure a link between the 
physical goods and the associated digital records on 

the blockchain is established. For instance, Everledger48 
(everledger.io) provides solutions for anti-counterfeiting 
of diamonds, luxury items, and other goods.

Automation 
Despite the magnitude of automation happening 
across supply chains, there are still typically 
a number of manual processes for interacting 
between organisations, especially with cross-border 
transactions. Some of these manual processes include 
trade finance, custom clearance, insurance claims, and 
account settlement. For instance, Port of Brisbane did a 
proof of concept using blockchain technology to digitise 
the flow of trading information, improve efficiency, and 
reduce supply chain costs.49

Blockchain can potentially automate these processes 
across the supply chain by connecting organisations 
to their supplier’s suppliers, customer’s customers, 
or even beyond.50 Additionally, with smart contracts, 
blockchain technology can process settlements and 
claims more quickly and efficiently.

Within individual organisations, enterprise resource 
planning (ERP) systems helped bring together 
departments onto the same platform. The aim of 
the ERP is ensuring that end-to-end processes are 
automated across relevant departments. In addition, 
ERP systems help different business units consolidate 
at their parent organisations. 

Blockchain has the potential to create the same effect 
across the supply chain by bringing different parties 
such as suppliers, customers, and partners onto the 
same platform (or different interoperable platforms 
talking to each other). Therefore, blockchain is said 
to be the ‘ERP of ERPs’. This has become known as 
‘network resource planning’ (NRP).51

2. Supply chain management
In November 2018, 186 cases of strawberries contaminated with needles in 
Australian supermarkets were reported,46 which highlighted food safety as a critical 
aspect of supply chains. However, achieving traceability and determining the origin is 
a difficult and time-consuming task, even if data is available. 

46 https://en.wikipedia.org/wiki/2018_Australian_strawberry_contamination 
47 https://www2.deloitte.com/us/en/pages/operations/articles/blockchain-supply-chain-innovation.html 
48 https://everledger.io/industry-solutions/
49 https://www.portbris.com.au/media/news/new-tools-to-revolutionise-international-trade/ 
50 https://www2.deloitte.com/content/dam/Deloitte/global/Documents/grid/trade-finance-placemat.pdf 
51 https://www.forbes.com/sites/peterbendorsamuel/2020/09/21/the-shift-from-erp-to-nrp-for-ecosystem-value-creation/ 
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Provenance and traceability
‘Locavores’ are people who value and eat locally 
produced food.52 Especially during the pandemic, this 
trend has been getting traction, with the aim to create 
self-sustainable communities, help local economies, 
and fulfill social responsibility. Not only locavores but a 
myriad of other customers have an increasing need to 
know the origin of products (provenance) and trace the 
product’s life cycle throughout the supply chain till it 
reaches its final destination. 

On a larger scale, provenance might be a legal 
requirement for organisations to ensure that a product 
is ethically sourced, or to comply with certain standards 
or international laws including embargoes and sanctions. 
By connecting different players to a common blockchain 
platform, blockchain technology can provide a full history 
of transactions with provenance and traceability from 
pit to port in a mining supply chain, from farm to fork in 
a food supply chain, or from hook to plate in a fishery 
supply chain.53 For instance, the Australian-built OpenSC 
uses blockchain along with other technologies to provide 
solutions that help with provenance and traceability.54

Visibility and efficiency
Supply chains are as weak as their weakest link. Due 
to the globalisation of supply chains, an incident such 
as a ship becoming stuck in the Suez Canal can have 
a ripple effect on several markets worldwide. Supply 
chains are particularly sensitive to demand fluctuations, 
in what is known as the ‘bullwhip effect’. 

There have been many attempts to minimise the effect 
of disruptions, such as vendor-managed inventories 
and retailer–supplier partnerships (RSPs). This is to 
ensure that the right item is available at the right time, 
in the right quantity, at the right place. 

Achieving these four concurrent ‘rights’ is not an  
easy task. Gaining visibility up the chain towards 
suppliers, or down the chain towards customers, 
gives profound value to supply chains. It helps with 
better planning, which in turn translates into improved 
efficiency and performance. 

Blockchains can provide that visibility in the supply 
chain. By getting different players to share information 
on the blockchain platform, suppliers and customers 
can plan more efficiently. 

However, organisations are often reluctant to share their 
information, as they are concerned about preserving 
intellectual property and trade secrets. Blockchains have 
introduced solutions to this issue through zero-knowledge 
proofs (ZKPs) that provide full anonymity to the shared 
information. However, some inference about the shared 
transactions can still be made through metadata, in what 
is known as ‘sidechain leaks’. There is a solution to this 
problem through the Reliable, Replicated, Redundant, 
And Fault-Tolerant (Raft) consensus algorithm,55 but 
some technical challenges are yet to be addressed. 

As an example of how blockchains can provide visibility 
to supply chains, the Australian company AgriDigital 
uses blockchain to give full visibility into the grain 
supply chain and increase the efficiency of farmers, 
traders, and bulk handlers.56

Compliance
Blockchains can potentially simplify compliance with 
regulations as well as standards. In the agriculture 
supply chain for instance, customers demand many 
certificates such as Australian Made,57 Australian 
Certified Organic,58 Vegan Australia Certified, Kosher, 
or Halal. In certain cases, compliance with regulatory 
bodies is a requirement.

For instance, in the hemp industry, farmers must comply 
with the Department of Primary Industries and Regional 
Development (DPIRD).59  Getting pertinent transactions 
recorded across the supply chain on a blockchain 
platform and giving proper access to regulatory bodies 
not only ensures compliance with the requirements but 
also provides full transparency over the process.60 

52 Stanton, Wiley, J. B., & Wirth, F. F. (2012). Who are the locavores? The Journal of Consumer Marketing, 29(4), 248–261. 
53 https://www.theguardian.com/environment/2021/jun/09/hook-to-plate-how-blockchain-tech-can-turn-the-tide-for-sustainable-fishing-aoe 
54 https://opensc.org/
55 https://en.wikipedia.org/wiki/Raft_(algorithm)
56 https://www.agridigital.io/
57 https://australianmade.com.au/
58 https://aco.net.au/ 
59 https://www.agric.wa.gov.au/hemp/industrial-hemp-western-australia-0 
60 https://hbr.org/2020/05/building-a-transparent-supply-chain 
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It eliminates human errors, provides a full audit trail, 
and elevates the levels of quality of audits from auditing 
samples to auditing the entire population. Moreover, 
with a proper analytics deployment, it can give insights 
to improve the processes, and a foresight to predict the 
future performance and act proactively. Hemp Industry 
Track (HI-Track) is an Australian integrated platform 
that uses blockchain and other technologies to help in 
data and process compliance with DPIRD.61

61 https://hitrack.io/about.html

https://hitrack.io/about.html
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Blockchain technology can help; however, it needs to 
be applied within the right legal, economic, political, 
and social contexts.62 For example, implementing an 
end-to-end public procurement process on a blockchain 
platform – from planning to bidding, bidding evaluation, 
implementation and monitoring, and closure – provides 
transparency, ensures accountability in every step 
of the process, and encourages citizen engagement. 
However, delivering the perceived benefits requires 
careful attention to the context in which blockchain 
is implemented and the surrounding legal and policy 
enforcement framework. In addition, other technical 
considerations related to scalability, performance, and 
privacy need to be carefully addressed.63

Other blockchain applications in the public sector 
include disbursement of grants, benefits, or 
entitlements;64 tracking of loans;65 compliance and 
reporting; maintaining personal records such as health 

or financial records;66 economic development; and 
streamlining the intergovernmental processes for better 
coordination among different government agencies.67

As an example of the latter, the Government of Dubai 
has fully integrated blockchain with all its agencies.68 
In addition, the federal government of the United Arab 
Emirates (UAE) has moved 50% of its governmental 
entities onto blockchain in 2021 to save more than 
AED11 billion (A$4 billion) through automation, 400 
million printed documents annually, and 77 million 
work hours annually.69 

Other prominent blockchain applications in the 
public sector include identity confirmation through 
decentralised identifiers (DIDs), e-voting, land title 
registries, and personal records. The following sections 
will talk about some of these applications in more details. 

3. Public sector applications
Governments should be accountable to their citizens, reporting transparently on their 
initiatives, plans, and processes. In addition, governments need to ensure high levels 
of engagement with their citizens and to deliver secure digital services. 

Blockchain in the Australian Public Sector

The Australian Government Department of Industry, Science, Energy and Resources established the 
Australian Public Sector (APS) Blockchain Network, a community of practice for blockchain enthusiasts 
to connect, discuss blockchain, and share lessons learnt.70

62 Lemieux, & Feng, C. (2021). Building Decentralized Trust: Multidisciplinary Perspectives on the Design of Blockchains and Distributed 
Ledgers. Springer.

63 https://www.weforum.org/reports/exploring-blockchain-technology-for-government-transparency-to-reduce-corruption 
64 https://www.weforum.org/agenda/2020/07/5-ways-blockchain-could-help-tackle-government-corruption/ 
65 https://consensys.net/blockchain-use-cases/government-and-the-public-sector/#loans 
66 https://www.oecd.org/finance/Opportunities-and-Challenges-of-Blockchain-Technologies-in-Health-Care.pdf; https://hbr.org/2020/06/what-

blockchain-could-mean-for-your-health-data 
67 https://www.oecd.org/fr/innovation/administration-innovante/oecd-guide-to-blockchain-technology-and-its-use-in-the-public-sector.htm 
68 https://u.ae/en/about-the-uae/digital-uae/blockchain-in-the-uae-government 
69 https://u.ae/en/about-the-uae/strategies-initiatives-and-awards/federal-governments-strategies-and-plans/emirates-blockchain-

strategy-2021
70 https://www.industry.gov.au/policies-and-initiatives/aps-blockchain-network
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Self-sovereign identity in action

Atala Prism76, built on top of the Cardano blockchain, provides an excellent example of how blockchain-
based identity may work. In Atala Prism, a person’s identity is stored encrypted on the blockchain. 
The owner of the identity can selectively give other entities access to specific elements of the identity. 
For example, when seeing a doctor, someone might give permission for that doctor to see their stored 
medical records, but when using it to, say, sign up for an online shopping service, they may permit 
access to basic address information only. 

Digital identities
As the physical world and digital worlds become more 
integrated, digital identities are becoming increasingly 
important. With the move to online services, several 
entities need to interact and transact with each other, 
and decentralised identifiers (DIDs) are the cornerstone 
of those transactions.71 The Australian Government’s 
Digital Identity program enables people and businesses 
to prove their identity to access online services.72  
As of October 2020, more than 1.7 million Australians  
and 1.2 million businesses used the Digital Identity 
system to access more than 70 government services.73

Blockchain can contribute to creating a self-sovereign 
identity (SSI) that gives full control to individuals to 
securely transact and share the identity attributes they 
want for a defined purpose to the designated entity they 
wish.74 This will allow individuals to maintain control 
over their DIDs.75 However, SSI extends beyond the 
individuals to physical business entities, decentralised 
autonomous organisations (DAOs), sensors for the 
Internet of Things (IoT) and smart cities. 

Creating a platform for SSI will unlock future 
opportunities and provide higher levels of security for 
individuals. The European Union has already created 

the eIDAS (electronic identification, authentication and 
trust services) regulations77 that are compatible with the 
European Self-Sovereign Identity Framework (ESSIF).78 
eIDAS is planned to go into large scale implementation 
in 2022.79

e-voting
Blockchain technology is a great fit for e-voting, 
allowing voters to verify (or create) their DIDs and then 
register for the election process for which they are 
qualified. Electoral authorities then authorise voters to 
take part in the process, and voters can cast their vote 
electronically to a secure digital ballot box. The vote 
gets then posted to a secure polling centre, where it 
gets counted electronically and stored securely. 

This makes the process transparent, ensures the 
sanctity of results and provides full audit trail of the 
process. Australia Post80 and Vote Australia81 have 
already leveraged blockchain technology to build 
applications for this purpose. Other countries have 
used blockchain technology to conduct their elections 
electronically; for instance, Thailand in November 2018.

71 https://www2.deloitte.com/us/en/insights/industry/public-sector/understanding-basics-of-blockchain-in-government.html 
72 https://www.digitalidentity.gov.au/about/digital-identity-system 
73 https://www.digitalidentity.gov.au/have-your-say/phase-1-digital-identity-legislation/digital-identity-legislation-background-paper 
74 https://en.wikipedia.org/wiki/Self-sovereign_identity 
75 Zaeem, R. N., Chang, K. C., Huang, T. C., Liau, D., Song, W., Tyagi, A., Barber, K. S., Khalil, M. M., Lamison, M. R., & Pandey, S. (2021, August). 

Blockchain-Based Self-Sovereign Identity: Survey, Requirements, Use-Cases, and Comparative Study (Report No. 21-06). University of Texas 
at Austin Center for Identity.

76 https://atalaprism.io
77 https://en.wikipedia.org/wiki/EIDAS 
78 https://ec.europa.eu/digital-building-blocks/wikis/pages/viewpage.action?pageId=379913698 
79 https://www.eesc.europa.eu/sites/default/files/files/1._panel_-_daniel_du_seuil.pdf
80 https://auspost.com.au/content/dam/auspost_corp/media/documents/evoting-insights-paper.pdf 
81 https://www.voteaustralia.org.au/blockchain_voting
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82 https://www.acs.org.au/content/dam/acs/acs-publications/ACS-Data61-Blockchain-2030-Report.pdf 
83 https://oecd-opsi.org/wp-content/uploads/2018/06/Blockchains-Unchained-Guide.pdf 
84 https://www.mckinsey.com/business-functions/mckinsey-digital/our-insights/tech-forward/how-governments-can-harness-the-potential-of-

blockchain 
85 https://www.oecd.org/fr/innovation/administration-innovante/oecd-guide-to-blockchain-technology-and-its-use-in-the-public-sector.htm 
86 https://www.pwc.dk/da/arrangementer/2019/jane_eriksson_dahl.pdf 
87 https://www.rta.ae/links/promotions/gitex-2020/Vehicle-Chain-en.pdf

Proof of ownership and transfer
Providing proof of ownership and transferring 
ownership of an asset are critical government services. 
Assets may be land and property or a vehicle, for 
example, as well as other deeds of ownership. 

It will be of profound value to provide a blockchain 
platform that records transactions, authenticates 
documents, authorises transacting parties, and ensures 
regulatory compliance. Such a platform protects the 
rights of involved parties, increases process efficiency 
through automation and disintermediation, prevents 
fraud, ensures compliance, increases trust among 
transacting parties, and supports economic growth for 
cross-border transactions. 

This opportunity was highlighted in the report of the 
Australian Computer Society (ACS), Blockchain 2030.82 
In a real-world use case, Georgia’s government reduced 
the time needed for settling a land transaction from 
days to an average of 10 minutes.83 The Swedish 
government had a similar initiative, with 90% reduction 
in time to process land registry transfers.84

Another initiative, for the land registry in Ghana, 
produced comparable results – a reduction of 
75% of time – as well as a reduction in court 
disputes.85 Similar initiatives have extended to vehicle 
registries as well. The Danish Tax Authority86 and 
Dubai’s Roads and Transport Authority87 worked on 
vehicle wallet and vehicle chain projects, respectively, 
to simplify and improve the vehicle registration process, 
maintain a full history of vehicle maintenance and 
transfer of ownership, and streamline the processes 
with engaged parties including agents, dealers, and 
government agencies.
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The credentialing process is vital to students, 
accreditors, validators, assessors, and employers.  
The process starts when an accreditation agency 
accredits an educational organisation to issue 
qualifications to students according to a certain 
framework. Students then use those credentials 
to prove their qualifications. Other educational 
organisations, employers, or government agencies 
can then validate them. There are different forms of 
validation to ensure that the qualifications presented 
were issued by the educational organization claimed.89

Blockchain can improve record-keeping processes 
when educational organisations publish students’ 
enrolment, transcripts, badges, certificates, and micro-
credentials on a blockchain platform and give students 
the control over their own records to share them with 
employers or others.90

Blockchain can also contribute to protecting the digital 
content published by an educational organisation 
through a non-fungible token. In cases of student 
transfers between educational organisations, the 
process can be simplified when students’ records are 
readily available for verification. 

89 https://ideas.repec.org/p/ipt/iptwpa/jrc108255.html 
90 https://www.gartner.com/smarterwithgartner/4-ways-blockchain-will-transform-higher-education 
91 https://www.blockcerts.org/about.html 
92 https://www.rmit.edu.au/news/newsroom/media-releases-and-expert-comments/2018/jul/blockchain-enabled-badges-for-students 

Certification Standards

Blockcerts91 is an open standard that uses blockchain to create, issue, view, and verify digital 
certificates. The Royal Melbourne Institute of Technology (RMIT) University decided in 2018 to issue 
blockchain-enabled badges for its students to allow them to share their verified skills and capabilities 
when needed.92 

4. Education
Blockchain can help the education sector in several ways, including improved 
credentialing, protected digital content, and increased efficiency.
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93 https://www.cbinsights.com/research/industries-disrupted-blockchain/ 
94 https://intelligence.weforum.org/topics/a1Gb00000038qmPEAQ 
95 https://www2.deloitte.com/ca/en/pages/financial-services/articles/blockchain-in-insurance.html 
96 https://www.munichre.com/us-life/en/perspectives/underwriting/blockchain-implications-insurance-industry.html 
97 https://insurwave.com/ 
98 https://www.ey.com/en_au/digital/blockchain-s-potential-win-for-the-energy-sector 
99 https://www2.deloitte.com/us/en/pages/energy-and-resources/articles/blockchain-use-cases-energy-resources-industry-disruptor.html 
100 https://www.powerledger.io/ 

One example of a disrupted industry is the insurance 
industry, where blockchain can create efficiencies in 
automation, claims processing and claims settlement; 
reduced costs; reduced fraud; and better compliance.95  
It can also help create new business models and 
reach underserved populations.96 Insurwave, for 
example, uses blockchain technology in innovative 
ways to simplify and streamline insurance processes 
and connect different parties on the same platform to 
increase efficiency.97

Another example of disruption can be found in the 
energy sector. Blockchain has contributed to  
revamping the peer-to-peer trading market by allowing 
small-scale prosumers (producers/consumers) to buy 
and sell energy to each other without intermediation.98  
In addition, blockchain helps in tracking compliance 
and regulatory reporting, providing full transparency 
and auditability.99 Australian company Power Ledger 
uses blockchain to help people transact energy, trade 
environmental commodities, and invest in renewables 
with full tracking and traceability capabilities.100

5. Other applications 
Blockchain technology has disrupted almost every industry. In a research brief, 
market research organisation CB Insights gives real-life examples of 58 industries 
disrupted by blockchain.93 To highlight the major impact of blockchain across 
industries, the World Economic Forum has developed documentation explaining the 
impact of blockchain and classifying its areas of influence across different industries.94
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While the very concept of Web 3.0 has many sceptics, 
blockchain has allowed users to transact and exchange 
value over the internet without intermediaries for the 
first time in the history. In addition, it has improved the 
experience of internet users and enabled organisations 
to deliver better services and innovative solutions that 
will reshape the way we use the internet.

Solving the  
double-spending problem
Before the invention of blockchain, sending value 
(money) over the internet was impossible without 
intermediaries. In the context of tangible fiat currencies, 
such as a bill of $100, the transfer of value takes place 
physically, by handing over the bill in exchange for 
goods or services. Therefore, the entity that spent the 
$100 bill loses possession of that bill as soon as it is 
transferred physically to the other entity. Hence, the 
same $100 bill cannot be spent twice, and double-
spending is not a problem. 

However, for money transfer over the internet, an 
intermediary such as a bank or transfer agent needs 
to be involved to ensure that the money gets debited 
from one account and credited to another account. 
Double-entry accounting, invented by Luca Pacioli in 
the 15th century, is considered to be the invention that 
enabled capitalism. Many consider blockchain equally 
revolutionary.101 Blockchain allows the secure exchange 
of value over the internet without intermediaries and 
with parties that don’t necessarily trust each other 

– this is known as ‘trustlessness’, and it is key to the 
security model of blockchain. The technology itself, 
the software code that runs the blockchain, ensures 
that double-spending is impossible. For this reason, an 
internet built on blockchain is sometimes referred to as 
the ‘internet of value’.102

Enhancing security  
and privacy
Blockchain contributes to improving the data security in 
two important ways: the elimination of a single point of 
failure (SPOF) and immutability. 

On a decentralised blockchain, nodes are run by 
many parties, and each node can have a full copy of 
the blockchain. Those nodes can also participate in 
‘validation’ – the act of checking new transactions against 
the ledger to see if they are legitimate. The nodes that do 
this validation process are called ‘validators’. The loss of 
a node – or even many nodes – will not bring down the 
blockchain. So long as there is a single validating node 
left, the blockchain still ‘lives’ (although having a single 
node left would leave that node with all the power).

In addition, data recorded on blockchains is immutable, 
which means that it cannot be altered.103 When a new 
block of transactions is added to the chain, it includes 
a ‘hash’, a cryptographic representation of the previous 
blocks. That means that once a new block is added, the 
previous blocks can never be changed, because doing 
so would invalidate the hash and break the chain.

Why does blockchain matter?
For many in the IT industry, blockchain is the catalyst that will move us from Web 2.0 to 
Web 3.0. The term ‘Web 3.0’, or ‘Web3’, was coined by Gavin Wood, co-founder of the 
Ethereum blockchain, and it refers to the idea of a decentralised internet founded 
on blockchain rather than built on the services of ‘big tech’ companies such as Google 
and Amazon. Web 3.0 cuts out those players and relies on peer-to-peer services, 
sharing, consensus, and tokenisation models, as commonly used in blockchain. 

101 Tapscott, D., & Tapscott, A. (2018). Blockchain Revolution: How the Technology Behind Bitcoin and Other Cryptocurrencies is Changing the 
World (Updated ed.). Portfolio/Penguin.

102 Wladawsky-Berger, I. (2017). Building a Framework for Blockchain Adoption: What CEOs Should Know, Blockchain Research Institute.
103 https://www.csoonline.com/article/3279006/4-reasons-blockchain-could-improve-data-security.html 
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Blockchain also enables data privacy.104 Data on 
a blockchain is cryptographically encrypted using 
technologies such as public key infrastructure (PKI),105  
or zero-knowledge proofs (ZKPs).106 This allows only 
the owners of data to decode it, while at the same time 
gives validators the ability to authenticate and verify the 
transactions without knowing the information in them. 
This pseudonymity/anonymity enables users to regain 
the control over their privacy and share the elements they 
wish, for a defined purpose, to the entities they want.107

Traceability, authenticity,  
and transparency
The immutability of blockchain, and the unique design 
of its data structure, allow all transactions recorded 
on it to be full traceable. This also enables blockchains 
to prevent fraud and counterfeiting, especially when 
coupled with complementing technologies such as IoT. 

As the ledger of blockchain is available for all 
participating nodes, all transactions are transparent 
and can be viewed by those who are authorised to see 
them. These features of traceability, authenticity, and 
transparency have a profound value for applications in 
supply chains, auditing, and compliance.

Automatic execution of  
digital agreements
The introduction of smart contracts on some 
blockchains added new capabilities for autonomous 
decision-making based on predefined algorithms. 
Smart contracts can be triggered by events or time. 
For example, a smart contract could be written to hold 
funds in escrow until a trigger event occurs – say, the 
delivery of goods, indicated by a sensor attached to 
them – at which point it releases the funds. Because 
this is automated, and both parties can see the code of 
the smart contract, there is no need for trust between 
parties or for a trusted intermediary. The smart contract 

code of the blockchain is the mediator. However, smart 
contracts have limitations and may not be appropriate 
for complex business scenarios or legal contracts.

Decentralised autonomous 
organisations
A DAO is a new class of organisation that is built around 
coded and automated rule sets. Typically, they are non-
hierarchical and community-based, with all operations 
recorded on the blockchain and all core activities 
automated through smart contracts.

The development and the funding DAOs used by 
a number of projects are good examples of this in 
operation. Some blockchains will divert a portion 
of transaction fees to a treasury, controlled by a 
DAO. Community members will then vote on how to 
expend this money to projects for the development 
or maintenance of the blockchain platform. This all 
happens through system-based processes; how to 
spend the money is not decided by any individual – the 
voting system and the disbursement of funds is decided 
collectively by the community and automated through 
the DAO.

The legal status of DAOs is currently fuzzy. Typically, 
DAOs have no ‘staff’ and are rarely registered as 
businesses. Taxation, compliance, and liability are 
therefore difficult to implement. However, the Senate 
Select Committee on Australia as a Technology 
and Financial Centre recommended the Australian 
Government establish a company structure for DAOs 
in Australia.108 The Australian Government agreed to 
the recommendation and decided to have the Treasury 
consult with industry on an appropriate regulatory 
structure for innovative corporate structures such as 
DAOs. The process will commence in the second half of 
2022 and advice will be provided to the government by 
the end of 2022.109 

104 Chen, Y., Lu, Y., Bulysheva, L., & Kataev, M. Y. (2022). Applications of Blockchain in Industry 4.0: A Review. Information Systems Frontiers, 1–15.
105 https://en.wikipedia.org/wiki/Public_key_infrastructure 
106 https://en.wikipedia.org/wiki/Zero-knowledge_proof 
107 Kolb, J., AbdelBaky, M., Katz, R. H., & Culler, D. E. (2020). Core Concepts, Challenges, and Future Directions in Blockchain: A Centralized 

Tutorial. ACM Computing Surveys, 53(1), 1–39.
108   https://www.aph.gov.au/Parliamentary_Business/Committees/Senate/Financial_Technology_and_Regulatory_Technology/

AusTechFinCentre/Final_report
109 https://treasury.gov.au/sites/default/files/2021-12/p2021-231824_1.docx
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Technological factors
Performance
The blockchain trilemma refers to balancing the 
demands of scalability, decentralisation, and security. 
This is because satisfying two of these dimensions 
implies compromising the third dimension. Blockchains 
are distributed – that is, there are copies of the 
blockchain spread across large number of nodes 
located all across the world. Synchronising all those 
devices while maintaining high levels of security takes 
time and substantial resources. This makes blockchains 
unable to compete with traditional centralised 
databases for performance. As a consequence, the 
transaction throughput on blockchains is substantially 
lower than on most traditional solutions.

There are solutions in the works, and the most common 
and notable are ‘layer 2s’ and ‘sidechains’. These are 
extra blockchains spun out from the main blockchain; 
they take some of the load off the main chain but 
continue to use the main chain as a source of truth 
and security. Other solutions have also proved to 
work. For instance, Red Belly Blockchain, a blockchain 
developed by the Concurrent Systems Research Group 
at the University of Sydney and Data61 of CSIRO 
(Commonwealth Scientific and Industrial Research 
Organisation) in 2018 outperformed both Bitcoin and 
Ethereum with its transaction rates in tests.112 

The oracle problem
While blockchains are internally consistent and 
immutable, they do have two major issues when 
interacting with real-world items: ensuring that correct 
input data is recorded on the blockchain and ensuring 
that the physical items associated with a digital record 
don’t get tampered with. 

For instance, a blockchain cannot guarantee that a 
luxury item was not replaced with a fake at some point 
in the supply chain. This physical–digital divide, and the 
need for an external entity or technology to establish 
this bridge, is known as ‘the oracle problem’ and is 
considered to be a major barrier to adoption.113

To interact with real-world items, the blockchain needs 
a trusted mediator, a way to ‘view’ the goings on 
outside of the blockchain. 

To ensure the authenticity of physical goods associated 
with blockchains, there are several solutions to the 
oracle problem, such as integrating radio-frequency 
identification (RFID) tagging,114 geo-tagging, and 
IoT 115 sensors. The Australian company Security 
Matters116 has developed a suite of solutions that help 
to address this problem.

Other solutions have been developed for other types of 
interactions outside the blockchain. Oracle services can 

110 https://hbr.org/2017/01/the-truth-about-blockchain 
111 https://media.consensys.net/gartner-blockchain-will-deliver-3-1-trillion-dollars-in-value-by-2030-d32b79c4c560 
112 https://www.acs.org.au/content/dam/acs/acs-publications/ACS-Blockchain-Technical-Whitepaper-2019.pdf 
113  Alles, M., & Gray, G. L. (2020). “The first mile problem”: Deriving an endogenous demand for auditing in blockchain-based business processes. 

International Journal of Accounting Information Systems, 38, 100465.
114 https://www.forbes.com/sites/forbestechcouncil/2021/11/08/blockchain-in-supply-chain/?sh=6965c6794e1a 
115 https://www.capgemini.com/au-en/business-services-thought-leadership/the-value-of-a-blockchain-enabled-supply-chain/#how-to-make-

blockchain-the-game-changer-for-the-supply-chain 
116 https://smx.tech/home 

Challenges
Despite having the potential to reshape the economy and society over the next 
decade110 and grow to US$3.1 trillion by 2030, blockchain is still a nascent 
technology with major challenges to overcome.111

We’ll classify these challenges according to the technology-organisation-environment (TOE) framework. TOE is a 
well-established framework that looks at the adoption of technology as a function of technological factors pertinent 
to the technology being adopted, the inner organisational factors of the adopting organisation, and the external 
environmental factors influencing an organisation.
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Challenges

fetch data from external sources and feed a blockchain 
with trustworthy currency valuations, weather 
information, time information, and other real-world data 
that can inform smart contracts and ensure authenticity 
of input data provided to blockchain.

Complexity
Blockchain technology is complex, and this is true 
across the full technology stack. The decentralised 
architecture of blockchains, the use of specialised 
protocols and smart contracts, the consensus and 
security model, and the data structures often require 
organisations to rework how they do things.

This complexity demands standardisation or 
harmonisation of processes to be integrated across 
organisations. In addition, it requires canonical data 
models to be built to support such integration.  

The complexity increases when the blockchain solution 
crosses borders to different jurisdictions demanding 
different data elements to comply with regulations. 
The complexity increases even more if there is a 
need for multiple blockchain platforms to talk to each 
other. Adding a decentralised application layer and 
the management of tokens and wallets, if applicable, 
further adds to the complexity. 

Right now, an organisation adopting blockchain would 
need experts on staff to manage the implementation, 
and because the field is new, such experts are rare 
and highly in demand. However, over time, more ‘off 
the shelf’ solutions are likely to become available, 
and some elements of blockchain solutions (such as 
adopting payments in cryptocurrencies) are already 
becoming commoditised. 
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Organisational factors
Competitive advantage
Before adopting blockchain, an organisation 
needs to evaluate the value of blockchain for their 
particular application. Blockchain is not a solution 
for all business problems,117 and it might not be fit 
for every organisation. Organisations can look to 
what others are doing to identify use cases for the 
technology and evaluate the potential benefits as well 
as the opportunity cost versus other (perhaps more 
traditional) technological implementations.

Strategic alignment 
When there is a genuine use case for blockchain 
technology and the use case cannot be addressed by 
any other technology, the question then becomes:  
‘is it aligned with my strategy?’ 

Organisations must evaluate whether there is a 
problem or opportunity in their organisation, and if it is 
a priority. For instance, blockchain offers an excellent 
solution for provenance, traceability, and authenticity 
for supply chains, and as a result there is a substantial 
use case for retailers. However, a retailer that competes 
mainly on price may not see the value of implementing 
blockchain since its customers care about price much 
more than authenticity, provenance, or traceability. 

Readiness
If there are valid use cases for an organisation, 
blockchain is the only technology that can deliver those 
potential use cases, and the use cases are aligned with 
its strategies, there is still a need to assess its level of 
readiness across three dimensions: people, process, 
and technology.118

Do the people in the organisation welcome the change 
ahead of them? Do they have enough awareness of the 

technology and its potential value to their organisation? 
Do they have the essential skills to go after the 
technology or decide a proper strategy to outsource 
what is required? Are they willing to undertake required 
reskilling or upskilling? 

Process readiness refer to the maturity levels119 of 
the organisational processes and their ability to be 
integrated with other processes. This implies the 
maturity levels of data models as well.

Technology readiness refers to the current technology 
architecture and its ability to integrate with the 
blockchain technology. 

Integration
Integration outside the borders of an organisation can be a 
significant challenge. Depending on the type of blockchain 
application, the integration required might be minimal.  
For instance, adopting a distributed file storage120 

system is likely to demand much less integration than 
adopting a crypto payment process. In turn, adopting a 
crypto payment process demands less integration than 
adopting cross-border insurance claim settlements. 

Cost justification
Due to all challenges mentioned above, the total cost 
of ownership (TCO) of a blockchain initiative can be 
considerable121 and this is a significant barrier to 
adopting blockchain technology.122 TCO comprises the 
cost of the complementing technologies associated 
with blockchain in a solution, addressing complexities, 
reskilling/upskilling internal and external stakeholders, 
doing necessary integrations, and incentivising and 
onboarding network players.123

117 https://www.zdnet.com/article/blockchain-no-silver-bullet-but-ibm-says-supply-chains-are-ripe-for-the-tech/ 
118 https://www.truenxus.com/blog/people-process-technology-framework 
119 https://en.wikipedia.org/wiki/Capability_Maturity_Model 
120 https://filecoin.io/ 
121  Kshetri, N. (2021). Blockchain and sustainable supply chain management in developing countries. International Journal of Information 

Management, 60, 102376.
122 Dwivedi, A., Agrawal, D., Paul, S. K., & Pratap, S. (2022). Modeling the blockchain readiness challenges for product recovery system. Annals of 

Operations Research, 1–45.
123 Balci, G., & Surucu-Balci, E. (2021). Blockchain adoption in the maritime supply chain: Examining barriers and salient stakeholders in 

containerized international trade. Transportation Research Part E: Logistics and Transportation Review, 156, 102539.

https://www.zdnet.com/article/blockchain-no-silver-bullet-but-ibm-says-supply-chains-are-ripe-for-the-tech/
https://www.truenxus.com/blog/people-process-technology-framework
https://en.wikipedia.org/wiki/Capability_Maturity_Model
https://filecoin.io/


Challenges

Environmental Factors
Clarity of regulations
Blockchain and cryptocurrency regulations around the 
world are still developing and tend to be highly volatile. 
Several countries, including China, have announced 
bans on cryptocurrencies.124 

The regulations around DAOs are still vague in many 
developed countries, including Australia.125 There are 
also regulations to navigate regarding taxes, know your 
customer (KYC), anti–money laundering (AML), counter-
terrorism financing (CTF) and privacy, and there is 
the need to comply with the General Data Protection 
Regulation (GDPR).

Dependence on broad adoption 
For blockchain platforms that go beyond the boundaries 
of an organisation, the benefits won’t be realised unless 
other players in the market join the blockchain platform 
and share their data on it. These players could be 
customers, suppliers, partners, or other stakeholders 
in the ecosystem. Getting those other players onboard 
is often not an easy task, especially where private 
blockchains are used and trust becomes an issue. 

Solution ownership
When developing a blockchain solution that is used 
by multiple organisations, governance and ownership 
issues come into play. ‘Owning’ the solution might give 
the owner significant advantage over other players 
using the blockchain (front-running, for example) or it 
might give them greater power to control the solution 
and design it in such a way that advantages them. 

On the other side of that, owning the solution makes 
the owners accountable and liable for any problems 
such as compliance, data breaches, or other risks 
related to the solution. As a consequence, many 
organisations are working to form consortia to deal 
with governing proposed blockchain solutions, and 
defining and delegating duties, authority, and roles and 
responsibilities for members of the consortium. 

For instance, PharmaLedger is a public–private 
partnership (PPP) bringing patients, hospitals, 
pharmaceutical experts, and technical experts on 
the same blockchain platform to deliver better 
healthcare.126 Mobility Open Blockchain Initiative 
(MOBI) is a blockchain consortium that brings 
people, businesses, and vehicles together to improve 
transportation.127 Enterprise Ethereum Alliance (EEA) 
is a blockchain consortium bringing businesses, 
developers, adopters, and innovators together to drive 
the use of Enterprise Ethereum blockchain.128

Similarly, many consortia were founded to address 
certain issues in an industry, functional, or technical 
area. In a similar fashion to the adoption of the internet, 
it is expected that blockchains will converge to a 
general interconnected platform that will form the 
substrate of the next generation of the web, Web 3.0.

Off-chain governance
Blockchains perform well in preventing malicious 
actors from manipulating the data on the chain, 
verifying transactions on the blockchain, maintaining 
the data integrity on the blockchain, and autonomously 
executing smart contracts. However, for the blockchain 
to be adopted in an enterprise context, an entity 
is needed to oversee the blockchain platform: to 
add and remove members, perform maintenance 
activity, upgrade, introduce and retire features, define 
data qualities, decide access controls, and address 
legal aspects related to privacy, indemnity, liability, 
confidentiality, and compliance.

124 https://www.euronews.com/next/2022/01/11/bitcoin-ban-these-are-the-countries-where-crypto-is-restricted-or-illegal2
125  https://piperalderman.com.au/insight/blockchain-bites-dao-company-structure-on-the-agenda-what-australia-can-learn-from-wyomings-

dao-law-anz-settles-debanking-claim-brought-by-dce-operator-steam-boils-over-when-it-comes-to-nfts-se/
126 https://pharmaledger.eu/
127 https://dlt.mobi/
128 https://entethalliance.org/
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Recommended early evaluation framework
For organisations looking to make fact-based decisions about pursuing a journey with blockchain adoption, 
we recommend following the simple early evaluation framework illustrated in the figure below. 
This framework is intended to be used for a quick initial evaluation of the blockchain technology.

Figure 5 1: Early evaluation framework for blockchain technology.
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If all three decisions are yes, then the organisation should proceed with its due diligence. Depending on the organisation’s 
policies, it could perform a traditional evaluation approach accompanied by proper value measurement techniques such  
as net present value, cost/benefit, risk/benefit, or any other technique to justify those potential business cases.

The first decision box is to ensure 
there is a clear and compelling 
business case (or cases) for adopting 
blockchain. A business case could be 
to minimise a risk, enhance safety, 
improve efficiency, protect brand 
image, improve customer experience, 
gain bigger market share, penetrate 
new markets, improve quality, 
improve compliance, or improve 
transparency, for instance. 

The second decision box is to verify 
that blockchain technology is the 
best fit for the proposed solution 
and that there aren’t alternatives 
that would do the job better. This is 
to ensure that an organisation is not 
just following the hype. In addition, 
this decision will contribute to due 
diligence to justify the costs and 
risks of the project.

The third decision box is to ensure 
that the potential use case is aligned 
with the strategy of the organisation. 
If not, revisiting the business case 
when the strategy changes in future 
is a viable option if the previous two 
decisions are still valid.
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