Working on Both Sides of the Counter

the dilemma of servicing information policy developers

Introduction

During World War 2, the Russians trained dogs to associate the bottoms of tanks with food.  They then strapped bombs to the dogs and set them loose on a German force.  Unfortunately the dogs only made the association with Russian tanks.  They turned around and raced towards the Russian tanks, forcing them to retreat.

The Attorney‑General’s Department administers 145 Acts of Parliament.

We administer the Copyright Act, the Privacy Act, the Telecommunications Interception Act, the Evidence Act, the FOI Act, the Electronic Transactions Act and human rights legislation.

Our policy and operational responsibilities include protective security, critical infrastructure protection, fraud control, censorship and emergency management.  

And because so much of IT involves procurement, you can add to the list responsibility for Legal Services Directions and civil justice.

All of these areas impact the management of IT.  They are our dogs, and every last one is attracted to the “tank” my Group is driving.

Can we just say “no”?

The cover story of the August CIO
 carried the title Just say No: How to refuse ill-advised requests and live to tell the tale.  The introduction contains the following comment:

Proposals for IT projects that are clearly going to be too risky, too costly, too crazy, or too impossible to justify in the context of the company’s overall IT schema or corporate mission – especially if the come from the top – can leave CIOs in an invidious position.

My Group is much more responsive to business requests than I was when I started programming.  The “no” answer no longer comes because the project team does not like the project.  “No” is more likely to be related to money, corporate strategy, risk or some similar corporate strategy. In other words, “no” is increasingly shifting from a technical answer to a management answer.

Policy areas are quick to point out the benefits of privacy, copyright, security, fraud control, disaster recovery, accessibility and similar policies.  And they are right.  Yet these benefits come at a cost.  There is a growing body of non-technical factors driving even our most technical projects.

The Attorney‑General’s Executive is not content to be a technological follower.  When I asked the Secretary for a broad aim for my Group he said that he wanted us to be an acknowledged leader of IT and knowledge management in the Australian Government. 

So while we must deliver on the Department’s policies, mere constraint and compliance are not acceptable strategies.  

Observations from the events

I will talk about a sample of the things we have been doing to reconcile the needs to service both the policy developers and those who must abide by those policies.  I am not offering “best practice”.  Rather I am offering three observations based on the approaches we have been taking.  

Observation 1
Our results have been best when we engaged rather than just consulted.

In a 15-year study, Jim Collins found certain patterns of technology use that were consistently present in exceptional companies and absent in average and under-average companies.
  He found that “great” companies

“… avoid technology fads and bandwagons, yet they became pioneers in the application of carefully selected technologies.”

In our case, the Group must become experts in the information policies of the technologies and processes we manage.  That involves both delivering compliance within our products and delivering tools to implement the policies themselves.

For example, we found that the Employee Self Service component of our HR system did not support screen readers used by people with visual disabilities.  We therefore addressed this as part of the record, both by negotiating with vendor and by building a suitable Web interface.

Our electronic document management system (EDMS) is based on Trim.  Major drivers of the project were a desire to satisfy the Archives Act and the Evidence Act without the need to print out every record.  We also wanted to make discovery processes – including FOI requests – as painless as possible.  The result has been several years of intense work with the development team.  It has involved continually listening to those who use the system and finding ways to address their needs.  It involved engaging directly with Tower, who have modified the product extensively to meet our needs.  It involved developing specialised training.  And we engaged intensively the policy owners both inside and outside the Department.

We are still working on our EDMS – and will continue to improve it.  But the team has won an Australia Day medal for their work and our implementation was chosen for an award from over 200 competing projects.  The achievement of this project has not been the implementation of a system but a substantial increase in the business benefits of the Department’s whole records management process.

Observation 2:
The most useful approach to governance seems to be neither negligence nor obsession.

About three years ago we implemented a governance framework based on CobiT.  By a framework I mean we identified who was responsible for what and what documents define our responsibilities and practices.  We used CobiT to define the control points – a complete IT management checklist if you will.  We organised our documents onto an Intranet-based register, and started work on the missing pieces.  In parallel we set about seeking support from the Executive Committee and setting up a senior executive governance body.

Once this was complete, our internal auditor – Deloitte – conducted a formal CobiT audit.  The audit report rated our “maturity” and risk against each CobiT control point.  Rather than trying to address every CobiT control point, we pursued two aims:

1) maintain a minimum maturity of 3 (out of 5) on all points

2) reduce all risks ratings to medium or less

This has been a very successful “80/20” strategy, yielding strong improvements for a very modest investment, as two annual follow up audits have shown.

Our policy drivers fit cleanly into our governance framework, so we are confident that we are monitoring them – and can give objective evidence of it to others through the audits.

A second example has been our strategic plan.  I wrote a strategic plan for the Department about four years ago, shortly before I became an employee.  The plan was thorough and comprehensive, but it was too long to read.  I am convinced that even the diligent souls who read the document could not possibly have recalled it all.  

So what was the point?

Over the last 12 months I interviewed our division heads and other stakeholders, had Gartner do some analysis and did a SWOT analysis with my own executive team.  Then I put all of the background information into a Trim file.  Those who have an interest in that information are welcome to it!  However the resulting strategic plan is a mere three pages of plain English plus a table of performance measures.

The core of the plan is a set of six objectives (see Attachment A).  The document gives a set of strategies for each objective.  I have successfully mapped every steady-state activity and every project in my Group to those objectives.

So I have a robust plan that covers everything we are doing.  And anyone can read it in a single sitting.

A third example is our Enterprise Architecture.  The document is a single, solid document completed in a six week consultancy run by Peter LeRoy.  Is it a comprehensive Zachman-style set of documentation?  Of course not!  But it does systematically map our processes, data and infrastructure highlighting weaknesses and opportunities.  It is an excellent blueprint for development and architectural decisions and it has stimulated a great deal of discussion among both business areas and my own team.  

I intend deepening our Enterprise Architecture annually.  The value of what we have done is that it is ready to use right now – not in the 6 to 18 months or more it can take to write and approve a full architecture.  And of course we have paid a fraction of the costs normally associated with such an exercise.

We apply same pragmatism to AGD information policy implementation.  We reduce the policies down to their essentials and ensure we have a simple, no-nonsense implementation that anyone can follow.  We have devised a simple style for internal policies.  And we have re-designed our intranet to make them easy to find.

Observation 3:
As we have become more engaged, we have become part of the business itself

I believe our Secretary changed the face of IT and knowledge management in the Department by single reorganisation.  He combined the various areas under a single General Manager reporting directly to him.  The occupant is expected to forge a single, consistent approach to meet the department’s information needs.  But the General Manager is expected to be just that – a general manager.  This involves sitting on the Executive Committee.  It involves sitting on Executive Performance Reviews for each division.  It must participate thoughtfully and usefully in the strategic management of the whole Department – not just information and technology issues.

In other words, my Group and I must be closely involved in the general business of the Department.

We also force ourselves to account for ourselves to the Department.  My Group reports formally on its performance every six months.  The report shows what we have achieved for each division and outcome for the period (see sample in Attachment C).  We also report status against each departmental policy responsibility 

The result of these and other measures is a much closer partnership with the other divisions of the department.  An evidence of this trend is that the Group has been invited to become more involved in the core business of the operational groups. We are taking a lead role with the State/Commonwealth disaster management portal.  We have been asked increasingly to represent policy interests at the federal government’s CIO Committee.  Two thirds of my technical staff are deployed during the two multi-jurisdictional counter-terrorism exercises (Mercury ’04 and Mercury 05).  We are frequently asked to attend industry consultation and inter-departmental committees to assist with technical policy issues.  

It is not that we are doing the business of our clients for them.  Rather we have become trusted partners of the operational divisions who see as an accessible professional resource within our field.  The secondary benefit is that our clients are dealing with a Group sympathetic to their aims and with an appreciation of their business.

Another important development is that policy areas such as Copyright Law are asking us to “road test” their procedures and guidelines.  Other areas are seeking informal input and feedback through our informal networks in other agencies.

This last point is particularly important as legislation and authoritative instruments become more concerned with specific information management practices.

Conclusion

Robert Block observed that politics occur whenever a manager must achieve an outcome but has no direct authority.
  What is provocative – and therefore interesting – about Block’s view is that it makes politics unavoidable.  Your ethics do not make you a player or a non-player – they just determine how you behave in the evitable political situations.

What I have described is management under a range of political pressures.  Much of my job is not good old fashioned “command and control” management.  It is about influencing and being influenced.  It is about delivering without some of the shortcuts that would make life simpler.

But there is another way to look at this.  Security policy can be a nuisance, but despite our small size we have survived well over a million hacking attempts in the time I have been at Attorney‑General’s.  There are people whose disabilities would be even more of a barrier if we did not have a passion for accessibility.  Software authors – even small ones – are paid because we manage our intellectual property.  The Australian public has the benefits of accountable, transparent government because we take the trouble to manage our records properly.  And at personal levels, individuals can deal with us confident that their personal information will not misused.

Such things are not as impressive as the larger projects, but they support far more fundamental values than the latest Blackberry roll out or a new grants system.

The Attorney‑General’s Department is a mere 1000 souls whose work manages to quietly touch real Australian lives daily.  The great thing about our complicated business environment is that, if we do our job effectively, we do get to be part of it.

Graham Fry

Attachment A

Extracts from the four-page IKS Strategic Plan

Objectives

Information and Knowledge Services has six strategic objectives: 

1. Implement projects that are essential to the Department’s business –including ad hoc government and departmental projects – on demand without interruption to day-to-day services.

2. Deliver tools and services to divisional users to achieve a 15% increase in staff productivity within three years.

3. Deliver the information and knowledge needed by business areas when it is needed, where it is needed and in a usable form.

4. Be the acknowledged leader in the implementation of government information policies – particularly in areas for which the Attorney or Minister is responsible.

5. Fulfil the need for Government to communicate securely during a crisis.

6. Generate the efficiencies needed to deliver this plan within the available budget.

Strategies

Objective 1:
Implement projects that are essential to the Department’s business –including ad hoc government and departmental projects – on demand without interruption to day-to-day services.

Strategies
Streamline processes used to respond to ad hoc projects.

Deploy and maintain flexible and robust infrastructure.

Develop a rapid application development process.

Source preferred suppliers for resources typically required for urgent projects.

Measurement methods by objective

	
	Objective
	Performance Indicator
	Methods of Monitoring

	1
	Essential projects
	Delivered on time

Delivered within budget

Delivered to specification

Zero impact on core services
	Formal and informal reviews during the project lifecycle

Post implementation reviews

Accounting data

	2
	Client productivity gains
	Divisional assessments of the productivity gained as a percentage of hours worked.
	Use annual report to determine total person hours.

For department. wide initiation measure gains on a set of typical scenarios,

Use informal discussion with clients in other cases.

	3
	Information delivery
	Speed of access for remote users compared to speed of access in the office.

Extent to which disabled users can access IKS facilities.

Growth in usable information/knowledge holdings.

The percentage of users who perceive that available knowledge and access to it – has increased/improved.

Flexible delivery irrespective of time and place.
	A matrix of systems accessed instance and situations m which they can be accessed. The body of the matrix shows the speed of access (compared to desktop access) as either much slower, slower, same speed or faster.  Matrix to be completed through simple benchmarking.

A second matrix will contain list of facilities and disabilities with the body showing the level of access as none, part, near complete and full.

Client surveys.

A third matrix will show facilities and locations, indicating which are available.

	4
	Policy implementation
	Level of compliance both on an absolute level and in comparison with other agencies.
	A matrix showing, for each policy, the compliance required AGD level of compliance, details of any public recognition, and a summary of compliance in other agencies (best example, worst example and typical standard).

	5
	Crisis communications
	Percent of parties identified by PSCC who can access the system.
	Inventory of identified parties and deployed facilities.

Measurement of system availability.

	6
	IKS efficiencies
	Baseline cost per service and per head supported.
	Accounting data.


Attachment B

Policy areas and their impact on ICT and information management


	Policy Interest
	Response

	Copyright; Digital Rights
	Compliance with Commonwealth policy. Formal management of software acquisition and a registration database.  IP policy under development with Copyright Law Branch using new IKS policy template.

	Crime Prevention
	Contribution to departmental fraud control plan.  All IKS actions under the plan implemented.  Active participation in government identity management forums.

	Critical Infrastructure Protection
	ASNET (identified as critical infrastructure) plans in place – updated in 2004 as part of a graduate placement.  Voluntary participation in the Active Vulnerability Assessment program.

	Electronic Transactions Act
	Connected to FedLink at the PROTECTED level.  Member of the tender evaluation team for the FedLink refresh.

	Emergency Management
	Disaster recovery plans in place and are exercised annually.

	Environmental Law
	Obsolete equipment offered to schools programs for reuse.  Supporting the activities of the Green Group.

	Evidence Act
	EDMS provides for more efficient discovery.

	Free Trade Agreement
	Formal training of procurement staff through CIT completed this year.  All IKS procurement process are compliant.

	Freedom of Information
	EDMS provides for more efficient discovery.  Extensive assistance provided on specific requests by IDMS.

	Human Rights
	High standard of accessibility.  Compliance to appropriate Web standards (eg W3C).  Accessibility policy complete subject to executive approval.  A range of accessibility products deployed.  Work at home arrangements available where required.

	Legal Services Coordination
	All legal services used for tendering acquired in accordance with the Legal Services Directions.

	Privacy
	Currently collaborating with the Information Law Branch on a formal policy.  

	Protective Security
	Currently accredited to PROTECTED and RESTRICTED.  Continuous monitoring and response to threats.  No successful network penetrations. Reaccreditation due this year – activity is scheduled and budgeted.  

	Telecommunications Interception Act
	Requirements of the Act are built into security and email policies.


Attachment C

Sample - Reporting results against business functions


	
	Information and Communications Technology Branch
	Information Services Branch
	Combination, Executive and 
Business Management

	The Australian public/ National Interest
	Communications in a Crisis research for PM&C

· provided the ability to send instant messages (SMS, email and recorded voice) for up to 500 people Australia wide


	Design and functionality improvements to external Websites

· better communication through interactive collaborative websites 

30 years of AGIS publication

· ongoing access to legal information

Provision of material to Commonwealth Law Bulletin

· support for professional information sources

Glossary of terms for e-democracy committee

· promotes a National (State/Territory/ Commonwealth) approach to e-democracy


	Improvements to redundancy and failover

· greater reliability for access to AGD information – especially National Security Website and ComLaw

Run Working Group 2 on the communications during a crisis IDC

· recommendations adopted will establish secure inter-jurisdictional  e-mail and voice during a crisis

· reduced costs to operate secure networks in general

Establish Secure Network Owners Committee

· support for Government priorities

· consistency between networks



	CIVIL JUSTICE AND LEGAL SERVICES GROUP

	Emergency Management Australia (EMA)
	IT support for NEMCC

· better use of NEMCC services, assisting in documentation of equipment
	Collaborative website for AJEM, Australian Journal of Emergency Management

· more effective information sharing with external groups

Provided internet based library catalogue to EMA library
· allows access for large external client base (90% of clientele)

Facilitate the delivery of a national emergency management portal – AusDIN

· cooperate with all Jurisdictions in the planning and implementation of the portal

EMA Library Web OPAC

· easier to use
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